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Mpukas ®CTIK Poccun ot 11.02.2013 N 17

(pen. ot 28.05.2019) JokyMeHT npepocTasneH KoHcynbTaHTnoc
"O6 yTBepxaeHUn TpeboBaHWiA O 3alMTe MHPOPMALIMK, He [llata coxpaHerus: 19.01.2024
COCTaBfSIo. ..

3aperucTtpupoaHo B MuHtocte Poccum 31 mast 2013 r. N 28608

®EOEPAINbHAA CNYXXBA NO TEXHUYECKOMY U 3KCMOPTHOMY KOHTPOIIO

MPUKA3
ot 11 dbeBpansa 2013 r. N 17

OB YTBEPXXOEHUN TPEBOBAHUN _
O 3ALLUTE MH®OPMALIUU, HE COCTABNAIOLWEN TOCYOAPCTBEHHYIO TAUHY,
COOEPXALLENCA B roCYOAPCTBEHHbIX MUH®OPMALIMOHHBLIX CUCTEMAX

CnncoK N3MEHSLWNX JOKYMEHTOB
(B pea. MNpukaszo PCTIK Poccun ot 15.02.2017 N 27,
o1 28.05.2019 N _106)

B cootBeTcTBMM € yacTbio 5 ctatbm 16 degepanbHoro 3akoHa oT 27 uwona 2006 r. N 149-03 "O6
nHopmaumm, MHAPOPMALIMOHHBLIX TEXHOMormsax n o 3awmte wuHdpopmaummn" (CobpaHue 3akoHogaTenbCcTBa
Poccuiickon ®epepaunn, 2006, N 31, c1. 3448; 2010, N 31, cT. 4196; 2011, N 15, cT1. 2038; N 30, cT. 4600; 2012,
N 31, cr. 4328) u [onoxeHuem o ®PegepanbHol crykbe nNo TEXHUYECKOMY W IKCMOPTHOMY KOHTPOSHO,
yTBEepXaeHHbIM Ykasom [lpesugeHta Poccuiickon ®Pepepaumm ot 16 aerycta 2004 r. N 1085 (CobpaHue
3akoHogartenbcTBa Poccuiickon ®egepaummn, 2004, N 34, cT. 3541; 2006, N 49, cT. 5192; 2008, N 43, cT. 4921; N
47, ct. 5431; 2012, N 7, cT. 818), npukasbiBato:

1. YTBepanTb Npunaraemble TpeboBaHWsA O 3almuTe MHGOPMaLWK, He COCTaBMsIoOLLEA rocyaapCTBEHHYIO
TaliHy, cogep)kalleiics B rocyapCTBEHHbIX MH(OPMaLMOHHbIX CUCTEMAX.

2. YCTaHOBUTb, YTO yKasaHHble B NyHKTe 1 HacToswero npukasa TpeboBaHMs NPUMEHSIOTCS AN 3alnThl
NMHdOopMaLMK B rOCYAapCTBEHHbIX MHADOPMALMOHHBIX cuctemax ¢ 1 ceHT6psa 2013 r.

OvpexTop

depnepanbHom criykbbl N0 TEXHUYECKOMY
N 3KCMOPTHOMY KOHTPOSHO

B.CENWH

YTBEpXKOEHbI
npukasom ®CTIK Poccun
ot 11 dbeBpana 2013 r. N 17

TPEGOBAHUS )
O 3ALLUUTE UHOOPMALIUM, HE COCTABHSIIOLLENA FOCYJAPCTBEHHYIO TAVHY,
COLEPXALIENCS B FOCYAAPCTBEHHbLIX UHOOPMALIMOHHBLIX CUCTEMAX

Cnncok N3MEHSILLNX JOKYMEHTOB
(B peq. Mpukasos PCTIK Poccum ot 15.02.2017 N 27,
oT 28.05.2019 N _106)

l. O6LwWwme nonoxeHus

1. Hactosilwme TpeboBaHus pa3paboTaHbl B COOTBETCTBUMN ¢ PegeparnbHbiM 3akoHoM OT 27 utons 2006 1. N
149-®3 "O6 wuHpopmaunn, WHPOPMALMOHHBIX TEXHOMOoMMaX M O 3awuTte WuHdopmaumn" (CobpaHue
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Mpukas ®CTIK Poccun ot 11.02.2013 N 17

(pen. ot 28.05.2019) JokyMeHT npepocTasneH KoHcynbTaHTnoc
"O6 yTBepxaeHUn TpeboBaHWiA O 3alMTe MHPOPMALIMK, He [llata coxpaHerus: 19.01.2024
COCTaBfSIo. ..

3akoHogaTtenbcTBa Poccuiickon ®epepaunn, 2006, N 31, ct. 3448; 2010, N 31, cT1. 4196; 2011, N 15, cT. 2038; N
30, cT1. 4600; 2012, N 31, cT. 4328), a TakKke C y4eTOM HaUMOHanbHbIX cTaHgapToB Poccunckon Pegepaummn B
obnactu 3awuTbl MHopMaumMmM 1 B 0bnacTn co3gaHus aBTOMaTM3MPOBAHHBLIX CUCTEM (ganee - HauMoHarbHble
cTaHgapThl).

2. B gokymeHTe ycTaHaBnuBatoTca TpeboBaHus k obecneyeHnio 3alwnTbl MHOPMALMN OrpaHU4eHHOro
AOCTyna, He cogepXallenh CBedeHWsi, COCTaBMsloLlMe roCydapCTBEHHyl0 TamHy (ganee - wmHdgopmauums), ot
YTEYKM MO TEXHWUYECKMM KaHanam, HeCaHKLUMOHWPOBAHHOTO AOCTyna, crneuuanbHbiX BO3AENCTBUMA Ha TaKylo
nHdopmaumio (HocuTenn nHPopMaLmmn) B Lensdx ee A0ObIBaHNS, YHUHTOXEHMWS, NCKaXKEHNS unu 6nokMpoBaHns
Joctyna K Hem (ganee - 3awuta uMHdopmauun) npyu obpaboTke ykasaHHOW MHOpMauun B rocygapCTBEHHbIX
NHOPMALMOHHBIX CUCTEMAX.

Hacrtosiwme TpebGoBaHUA MOryT NPUMEHATLCS ANA 3aWmTbl 06LLea0CTyNHOM MHbopMaumm, cogepxallencs
B rOCyAapCTBEHHbIX MHOPMALNOHHLIX CUCTEMaXx, NS OOCTUXKEHUS Lenen, ykasaHHblX B nyHkTax 1 n 3 yactu 1
cTtatbn 16 PepepanbHoro 3akoHa oT 27 wond 2006 r. N 149-03 "O6 wuHdopmaunm, MHGHOPMaLMOHHBIX
TEXHOMOrMaAX 1 0 3almTe nHdopmauun”.

B pokymeHTe He paccmaTpuBaloTcs TpeboBaHua O 3awmte MHGOpMauuu, CBA3aHHbIE C MPUMEHEHMEM
Kpuntorpadunyeckux MeToaoB 3awuTbl MHOPMaLMK 1 LWMdPOBanbHbIX (KpunTorpaduyecknx) cpeacTs 3awmThbl
NHopmaLnK.

3. Hactosawume TpeboBaHusa sBnaioTca obA3aTenbHbIMM Npu 06paboTke MHGOPMaLUmM B roCyAapCTBEHHbIX
MH(POPMALMOHHBLIX cuUcTeEMax, (YHKUMOHUMpYOWKUX Ha Tepputopun Poccuiickon ®epepauun, a Takke B
MyHUUMMANbHbIX MHAPOPMALUMOHHBIX CUCTEMAax, ecnn WHOEe He YCTaHOBMEHO 3akoHogaTenbCTBOM Poccuinckomn
denepaumm o0 MECTHOM CaMOyNpPaBeHNN.

Hactoswume TpeboBaHWst He pacnpoOCTPaHsTCA Ha rOCyAapCTBEHHblE MH(OPMAaLUOHHbLIE CUCTEMBI
ApomuHuctpauumn [MpesumgeHta Poccunckon ®depepaumn, CoeTa besonacHoctn Poccuiickon Pepepaumu,
depepanbHoro  CobGpanua  Poccunckon — depepaumn,  [NpaButenbctBa  Poccuiickon — ®epepauun,
KoHctuTtyumoHHoro Cyaa Poccuiickon ®epepauun, BepxosHoro Cyana Poccuiickon deagepaumm n depepanbHom
cnyxbbl 6e3onacHocTn Poccuiickon ®Pepepaumm.

(B pea. Npukaza PCTOK Poccum ot 15.02.2017 N 27)

4. Hactosiwme TpeboBaHMa npegHasHadeHbl Ans obnagarenen MHopMauum, 3akasdmnkoB, 3aKMHOUNBLUNX
roCcyAapCTBEHHbIA KOHTPAKT Ha CO34aHWe rocygapCTBEHHOM MHAOPMALMOHHOW CUCTEMbI (Oanee - 3akasvuku) u
onepaTopoB rocyAapCTBEHHbIX MHPOPMAaLMOHHBIX CUCTEM (fanee - onepaTopbl).

JIuo, obpabaTbiBatowee MHGOpMaLuo, SBASIOLLYIOCA FOCYAapCTBEHHBIM MHAOPMAaLMOHHLIM PECYPCOM,
no nopydeHuto obnagaTtensa uHoOpmauuun (3akasuuka) unmM onepatopa M (MnNn) NpegocTaBnsioLlee UM
BblYMCMUTENbHbIE Pecypcbl (MOWHOCTM) Ans obpaboTku MHOPMaLUM Ha OCHOBaHUWM 3aKMYEHHOro 4oroBopa
(manee - ynonHoMmo4eHHoe nuuo), obecneunBaeT 3awmTy MHOPMaLUM B COOTBETCTBUM C 3aKOHOAATENbCTBOM
Poccuiickonn ®egepaumm 06 uHgopmaumumn, WUHPOPMALMOHHBLIX TEXHOMorMsX M o 3awmte unHdopmauun. B
JoroBope [OoimkHa ObiTb MpegycMoTpeHa o00s3aHHOCTb YMONHOMOYEHHOro nuvua obecnedvBath  3awmTy
MHdOopMaLMK, ABMSIOWENCA rocyAapCTBEHHbIM MHAOPMAaLMOHHBIM PECYPCOM, B COOTBETCTBUMU C HACTOSALLMMM
TpeboBaHMaAMM.

5. lpu o6paboTke B rocygapCTBEHHOW WH(OPMALUMOHHOW cucTeMe WHdOopMaumK, cogepxallen
nepcoHanbHble [aHHble, HacTodwue TpeboBaHMA MPUMEHSIIOTCA Hapsdy C IpeboBaHuaMM K 3awmTte
nepcoHanbHbIX AaHHbIX Mpu  MXx o06paboTke B WMHMOPMALMOHHBIX CUCTEMax MepCoHasnbHbIX AaHHBIX,
yTBEpXXAEeHHbIX nocTaHoBneHvem [lpasutensctBa Poccunckon Pegepaumm ot 1 Hosbps 2012 r. N 1119
(CobpaHue 3akoHogaTenbcTBa Poccunckon ®egepaumm, 2012, N 45, cT. 6257).

6. Mo pelweHnto obnagartens vHdopmauun (3aKkasymka) Unu onepatopa HacTosime TpeboBaHus MoryT
NMPUMEHATLCS AN 3aluUTbl MHGOPMaLWK, coaepXKallencs B HEerocyaapCTBEHHbIX MHOPMALMOHHBIX CUCTEMAX.

7. 3awmTta uHdopmauun, copepxallencss B rocyaapCTBEHHOW WHMOpPMaUMOHHOM cucTeme (Janee -
MHdopMaLMOHHas cuctema), obecneynBaeTcsa MyTemM BbINOMHEHUS obragaTenem nMHopMaLmmn (3akasymkom) u
(urn) onepatopom TpeboBaHWI K OpraHMsauun 3awmTbl MHGOPMaUMK, cogepXawencs B MHEPOPMALMOHHOM
cucTeme, 1 TpeboBaHM K MepaM 3aLuTbl MHOpMauum, coaepallencs B MHPOPMaLNOHHOM CUCTEME.
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"O6 yTBepxaeHUn TpeboBaHWiA O 3alMTe MHPOPMALIMK, He [llata coxpaHerus: 19.01.2024
COCTaBfSIo. ..

Il. Tpe6oBaHUA K opraHM3auum 3aWmnTbl MH(popMaLum,
cogepxawenca B MUH(popMaLIMOHHON cucTeme

8. B wuH(opmMaumoHHOM cuctemMe oObekTaMu 3alnThl SABMSAKOTCA WMHGOpPMauuMs, copepXxawlasaca B
WH(POPMALIMOHHON CUCTEME, TEXHUYECKMe cpeactBa (B TOM 4uCne CPEeACTBa BbIMMCIAUTENBHON TEXHUKW,
MaLUMHHbIE HOCUTENWN WUHOpMaLMN, CPeaCcTBa U CUCTEMbI CBSA3W M Nepefayn AaHHbIX, TEXHUYeckue cpeacrtsa
0bpaboTkn  OGykBEHHO-UMMPOBON, rpadmyeckon, BUOEO- W peyvyeBOM UHGOpMauMuM), 0OLLIECUCTEMHOE,
npvknagHoe, cneumanbHOe nporpammHoe obecnevyeHune, MH(OPMAUUOHHbIE TEXHOMOMMK, a Takke cpeacTsa
3aWmThl MHGOpPMaL K.

9. [Ina obecnevyeHns 3alMTbl MHOPMaLUK, codepXallencs B MHOPMaLMOHHOM cUCTEME, ONepaTopoM
HasHayaeTcsa CTPYKTypHOE MoApasfdeneHne Wnu OOSMKHOCTHOe Nuuo (pabOoTHWMK), OTBETCTBEHHbIE 3a 3aLUUTY
MHdopMaLnu.

10. Onsa nposBedeHus paboT no 3awmte MHpopmMauum B Xoae Co3[aHns 1 aKkcnnyaTaumm MHopMaLuoHHON
cucTemMbl obrnagateneM WHdopmaumMM (3akasdMkom) U OnepaTopoM B COOTBETCTBMM C 3aKOHOOATENbLCTBOM
Poccuiickonn  ®epepauum npu  HeoOXOOMMOCTM MPUBIIEKAOTCS OpraHusauMmM, UMelLWue JUUEH3NI0 Ha
OeATeNbHOCTb MO TEXHWYECKOW 3almuTe KoHdumaeHumManbHOM MHGOopMauun B cooTBETCTBUMM ¢ PedepanbHbIM
3akoHoM oT 4 mast 2011 r. N 99-03 "O nuueHsnpoBaHuM OTAESNbHbIX BMAOB peatenbHoctn" (CobpaHue
3akoHogartenbscTBa Poccunckon depgepaumm, 2011, N 19, ct. 2716; N 30, c1. 4590; N 43, c1. 5971; N 48, cT.
6728; 2012, N 26, cT. 3446; N 31, cT. 4322; 2013, N 9, cT. 874).

11. Anga obecnevyeHns 3awmTbl MHOOpMaLMK, coaepXallencss B UHpOpPMaLMOHHON CUCTEME, MPUMEHSIHOTCS
CpPeACcTBa 3alumThbl MHGOPMAaL MK, Npollewmne OLEeHKY COOTBETCTBUSI B hopme 0bsi3aTenbHOM cepTudmkaLmm Ha
cooTBeTcTBME TpeboBaHMAM no Ge3onacHOCTM WHopMaumm B COOTBETCTBUM CO cTatben 5 degepanbHOro
3akoHa oT 27 pekabpst 2002 r. N 184-®3 "O TexHuyeckom perynuposaHumn" (CobpaHue 3akoHoaaTenbCcTBa
Poccuiickon ®epepaunn, 2002, N 52, c1. 5140; 2007, N 19, cT. 2293; N 49, cT. 6070; 2008, N 30, cT. 3616; 2009,
N 29, cT. 3626; N 48, cT. 5711; 2010, N 1, cT. 6; 2011, N 30, cT1. 4603; N 49, ct. 7025; N 50, cT. 7351; 2012, N
31, c1.4322; 2012, N 50, cT. 6959).

12. 3awwmTta uHpopmaumn, cogepxallienca B MHPOPMaLMOHHON cucTeme, SBMASETCA COCTABHOM YacTbio
paboT no co3gaHuio 1 aKkcnnyaTauum MHMOPMaLIMOHHON CMCTeMbI U obecrneumBaeTcs Ha BCcex cTagusx (atanax)
ee co3gaHusa, B Xode OSKcnnyaTauuMum M BbiBOA W3 SKCNnyatauuu nyTem MNPUHATUS OPraHM3auUMOHHbIX WU
TEXHWYECKNX Mep 3aluTbl WMHGOPMauMKW, HanpasBfeHHbIX Ha OGnokupoBaHWe (HeWTpanusaumio) Yrpos
6e3onacHoCcTM uWHpopmauunm B WHPOPMALMOHHOW cUCTEME, B paMkax CucTeMbl (MOACUCTEMbI) 3almThbl
NHdopMaLMm MHPOPMALIMOHHOW CUCTEMBI (Janee - cuctema 3almTbl MHdopMaL M NHAPOPMALIMOHHON CUCTEMBI).
(8 pea. MNpukasza CTIK Poccum o1 15.02.2017 N 27)

OpraHnsaunoHHbIe U TEXHNYECKNE Mepbl 3aWnTbl MHbOpMaLuK, peanusyemMble B pamKax CUCTEMbI 3aLUMTbl
WHOpMaUMK  MH(OPMALMOHHOM  CUCTEMbl, B  3aBUCMMOCTM OT  WH(opmauun, coepxawenca B
WH(OPMaLMOHHON cucTeMe, Lernen co3fgaHua UHAPOPMAaLMOHHOW CUCTEMbI M 3ajad, peluaemMblX 3TOM
NHOPMALMOHHOW CUCTEMOW, AOMXKHbI OblTb HAMPaBMeHbl Ha UCKIYEeHne:

HenpaBOMEpHbIX [[OCTyna, KOMWPOBaHMUS, MPEeAOCTaBNEHUS WM PachpOCTpaHeHUs UHGopMaLmm
(obecneyveHne kKOHPUOEHUMANBHOCTM MHOPMALNN);

HEMpPaBOMEPHBLIX YHUYTOXEHMST MnM  mMoanduumpoBaHms  MHgopMauun (obecrneveHne LEenocTHOCTM
WHpopmaummn);

HenpaBoMepHoro 6nokmpoBaHus MHopmaumn (obecneveHne AOCTYNHOCTU MHpopMauun).

13. Anga obecnevyeHus 3awmTbl MHOpMauUmm, codepxallencs B MHOPMaLMNOHHON cucTteme, NPOBOASTCS
cnegyowmne MeponpuaTus:

dopmrpoBaHue TpeboBaHWi K 3amTe UHOpMaLnK, cogepxallenca B UHHPOPMaLMOHHON CUCTEME;
paspaboTka cucTembl 3aWwmTbl MHOPMaLUUM MHPOPMAaLMOHHOW CUCTEMbI;

BHEeApeHVe CUCTEMbI 3aLLUTbI MHOpMaLn NHEPOPMALIMOHHON CUCTEMBI;

www.consultant.ru CrpaHvua 3 u3 32
HafeXHasa npaBoBas noaaepXxka


https://login.consultant.ru/link/?req=doc&amp;base=LAW&amp;n=449451&amp;date=19.01.2024&amp;dst=100105&amp;field=134
https://login.consultant.ru/link/?req=doc&amp;base=LAW&amp;n=388109&amp;date=19.01.2024&amp;dst=180&amp;field=134
https://login.consultant.ru/link/?req=doc&amp;base=LAW&amp;n=213978&amp;date=19.01.2024&amp;dst=100011&amp;field=134
https://www.consultant.ru
https://www.consultant.ru
https://www.consultant.ru
https://www.consultant.ru

Mpukas ®CTIK Poccun ot 11.02.2013 N 17
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"O6 yTBepxaeHUn TpeboBaHWiA O 3alMTe MHPOPMALIMK, He [llata coxpaHerus: 19.01.2024
COCTaBfSIo. ..

aTTectaumsa MHAMOPMALMOHHON cucteMbl No TpeboBaHWaM 3awmnTbl MHOpMauuu (fanee - aTtrecTauus
WMH(OPMALMOHHOM CUCTEMBI) U BBOA €€ B AENCTBUE;

obecneyeHne 3auTbl VIH(bOpMaLI,I/IVI B Xo4e akcnjyataunmn aTTecToBaHHOWM I/IHCbOpMaLI,VIOHHOﬂ CUCTEMBbI,

obecneyeHve 3awuTbl MHGOPMaLMM NPU BbIBOAE W3 IJKCMyaTauuum aTtTecToBaHHOW WH(OPMaLMOHHOW
CUCTEMbI UMK NOCNEe NPUHATUS peLleHns 06 okoH4YaHUM 06paboTkm MHopMaLnK.

dopmMmupoBaHue TpeboBaHUM K 3almTe UHOPMaLMK, coaepxallencsa
B UH(POPMALIMOHHOW cUCTeMe

14. ®opmupoBaHne TpeboBaHUi K 3awmTe MHOpMaLun, cogepxallenca B MHpOpMaLNOHHON cucTeme,
ocylecTBnsieTca obnagarenemMm nHopmaunm (3akazqnkom).

dopmnpoBaHne TpeboBaHU K 3awuTe WHGopMaumm, cogepkallenca B MHAOPMAaLMOHHOW CcuUcTeme,
ocyulectBnsietcs ¢ yyetom [OCT P 51583 "3awwuta nHdopmaumun. MNMopsagok co3gaHnsa aBTOMaTU3NPOBAHHBLIX
CUCTEM B 3alumieHHoM ucnonHeHun. Obwme nonoxeHusa" (ganee - FTOCT P 51583) n TOCT P 51624 "3awwuTa
nHdopmaumm. ABTOMaTU3MPOBAHHbIE CUCTEMbl B 3allMLEeHHOM ucnonHeHun. Obwme TpeboBaHusa" (panee -
FOCT P 51624) n B TOM Yncne BKINOYaeT:

NPUHATME pPeLUeHUsT O HeobXoAMMOCTM 3almTbl MHOpMaumu, cogepXxawencs B MHEGPOPMaLMOHHON
cucteme;

Knaccudmkaumio MHpOpMaUMOHHOW cucTembl Mo TpeboBaHuAM  3awutbl MHopmauun (ganee -
Knaccudukaumsa MHOPMaLMOHHON CUCTEMBI);

onpegeneHne yrpos 6esonacHoOCTV MHOpMaLMK, peanu3aums KOTOPbIX MOXET MPUBECTU K HapyLUEeHWo
6e3onacHocTM WHGOPMaLMM B WMHMOPMALIMOHHOM cucTeMe, W pas3paboTKy Ha WX OCHOBE MoAenu Yyrpos
6e30nacHoOCTM MHAOpMaLIUKL;

onpegeneHune TpeboBaHWi K cucTeme 3almTbl MHpopMaumm MHPOPMaLNOHHON CUCTEMBI.

14.1. Tlpn npuHATUM pelleHnss O HeobxoouMMOCTW  3aluTbl  MHdOPMauuK, codepXallencs B
NMHOPMALIMOHHOW CUCTEME, OCYLLIECTBNAETCS:

aHanu3 uenen co3fgaHns WMHMOPMALMOHHONW CUCTEMbl U 3ajad, pellaembiX 3TON WHMOPMaLMOHHOW
cucTeMon;

onpegerneHune nHdopmMmaumu, nognexawen obpabotke B MHPOPMALMOHHON CUCTEME;

aHann3 HOPpMaTUMBHbLIX MPaBOBbIX akTOB, MeTOAMYECKMX [OOKYMEeHTOB W HauMOHallbHbIX CTaHOapTOB,
KOTOPbIM OOJT)XKHa COOTBETCTBOBATb MHd)OpMaLI,VIOHHaFl cucrema;

NPUHATME peLleHnst O HeoBXOAMMOCTU CO3[4aHMs CUCTEMbI 3aluTbl UMHopMaumm MHEGPOPMaLMOHHOWN
CUCTEMBbI, a TaKke onpeaeneHve uenen n 3agay 3awmTtbl Hopmaunm B MIHPOPMaLMOHHON CUCTEME, OCHOBHbIX
3TanoB co3daHusi CUCTEeMbl 3almTbl MHOPMaLMM MHAOPMALIMOHHOW CUCTEMBbI U (PYHKUUIA NO 0oBecrneyeHuo
3aWmnTbl MHOpMaLmMK, codepxallencs B MHpopMaunoHHOW cucteme, obnagartens nHdopmMaummn (3akas4vumka),
onepaTopa 1 ynofHOMOYEHHbIX ML,

14.2. Knaccudpumkaumsa WHEHOPMALMOHHOW CUCTEMbI MPOBOAMTCA B 3aBMCMMOCTUM OT 3HAYMMOCTU
obpabaTbiBaemol B HeW nHdopMaLmmn n macwtaba MHGPOPMaLMOHHON cucTeMbI (dhedeparnbHbI, permoHanbHbIN,
0OBbEKTOBBIN).

YcTaHaBnuBalTCAa Tpu Kracca 3aliMLEeHHOCTU WHEOPMAaUMOHHOW CUCTEMbI, Oonpedensiowmne ypoBHU
3alUMLLEHHOCTU coaepallencsa B Hen uHopmaumm. Cambli HU3KUIA KNacc - TPETUIN, CaMblil BbICOKUIA - NEPBbIN.
Knacc 3aluweHHOCTM MH(OPMaUMOHHON cuUCTeMbl onpegensieTca B COOTBETCTBUWM C npunoxeHnem N 1 K
HacTosiLwmM TpeboBaHusM.

(8 pea. MNpukaza PCTIK Poccum o1 15.02.2017 N 27)
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Mpukas ®CTIK Poccun ot 11.02.2013 N 17

(pen. ot 28.05.2019) JokyMeHT npepocTasneH KoHcynbTaHTnoc
"O6 yTBepxaeHUn TpeboBaHWiA O 3alMTe MHPOPMALIMK, He [llata coxpaHerus: 19.01.2024
COCTaBfSIo. ..

Knacc sawmeHHoCcTn onpegensetcs Anst MHOPMaLNOHHON CUCTEMbI B LieOM M, Npu HeobxoanmocTw,
Ons ee OoTAenbHbIX CErMeHTOB (COCTaBHbIX 4acTen). TpeboBaHMe K Knaccy 3aliMLieHHOCTU BKIOYaeTcs B
TEXHUYECKOE 3ajaHMe Ha co3gaHve MHAOPMAaLUOHHOW CUCTEMbI U (MNKM) TexHUYeckoe 3ajaHue (4acTHoe
TEXHMYECKOEe 3aaHuMe) Ha cos3aHne CUcTeMbl 3aliuTbl  UHOpMauUMM  MHOPMALUOHHOW  CUCTEMBI,
paspabartbiBaemble ¢ ydetom [OCT 34602 "WHdopmauumoHHas TexHomnorusi. Komnnekc cTaHgapToB Ha
aBTOMATU3MPOBaHHbIE CUCTEMBI. TEXHUYECKOe 3aJaHne Ha CO3f4aHue aBTOMaTU3MPOBaHHOW cucTeMbl” (ganee -
FOCT 34.602), COCT P 51583 nFOCT P 51624.

Knacc 3alwuiieHHOCTM MHOPMALMOHHOM CUCTEMbI MOANEXUT NEPECMOTPY MpU U3MEHeHWM macluTaba
MHOPMAaLIMOHHONM CUCTEMBI UM 3HAYMMOCTU 0bpabaTbiBaeMON B HEW UHCpOPMALINN.

PesynbTaTthl kKnaccugpukaumm MHpOpMaLMOHHON CUCTEMbI OPOPMAAIOTCA akKTOM KraccudmKkaLumu.

Knacc 3alueHHOCT MHGOPMAaLMOHHON cucTeMbl, (YHKLMOHMPOBaAHWE KOTOPOKM NpearonaraeTcs Ha
6a3e MHOPMaLNOHHO-TENEKOMMYHUKALMOHHOW MHADPACTPYKTYpbl LieHTpa 06paboTkmM AaHHbIX, <1> He [OoIKeH
ObiTb BbllWe knacca 3alMLLEHHOCTN WMH(OPMALMOHHO-TENEKOMMYHUKALMOHHOW UMHPACTPYKTYpPbl LEHTpa
06paboTKM AaHHbIX.

(a63au BeeaeH MNpukazom GCTIK Poccum ot 28.05.2019 N 106)

<1> [yHkTr 5.3 MeToaMyecknx yKasaHWA MO OCYLUECTBMEHNIO Yy4yeTa WHMPOPMALMOHHBLIX CUCTEM U
KOMMOHEHTOB  MHPOPMAaLMOHHO-TENEKOMMYHUKALMOHHOW  MHAPPACTPYKTYPbl,  YTBEPXAEHHbIX  MPUKa3oM
MwuHkomceBaan Poccum ot 31 masa 2013 r. N 127 (3apeructpupoBaH MuHioctom Poccum 5 Hosbps 2013 r.,
permctpaumoHHbin N 30318), ¢ y4eTOM M3MEHEHWUN, BHECEHHBIX Npuka3oM MuHkomcBA3nM Poccum oT 15 uioHs
2016 r. N 266 (3apeructpupoBaH MuHioctoM Poccun 14 nions 2016 r., peructpaumoHHbii N 42853).

(cHocka BBeaeHa [Npukasom PCTIK Poccum ot 28.05.2019 N 106)

14.3. Yrposbl 6Ge3onacHOCTM MHdOpPMaLUK onpefensTcs Mno pesynbTaTam OLEHKM BO3MOXHOCTEN
(noTeHunana) BHELWHMX WU BHYTPEHHMX HapyliMTenew, aHanm3a BO3MOXHbIX YsI3BMMOCTEN WHEOPMALIMOHHOM
CUCTEMBbI, BO3MOXHbIX CMOCO60B peanu3auun yrpo3 6esonacHocT MHpopMauum n NOCNEACTBUN OT HapYyLLUEHUS
cBoncTB 6e3onacHOCTM MHpopmaunn (KOHPMAEHUNANBbHOCTH, LENOCTHOCTU, AOCTYMHOCTH).

(8 pea. Npukaza PCTIK Poccum o1 15.02.2017 N 27)

B kayecTBe MCXOOHbIX AaHHbLIX ANs OnNpeAeneHus yrpo3 6es3onacHocT MHopMauum ncnonb3yetcs GaHk
OaHHbIX yrpo3 6esonacHoctu nHpopmaumm (bdu.fstec.ru), BeaeHue kotoporo ocywectenserca PCTIK Poccum B
COOTBETCTBMM C noanyHkTom 21 nyHkTa 8 NonoxeHunsa o PegepanbHon criyxbe no TEXHUYECKOMY M 3KCMOPTHOMY
KOHTpOnto, yTBepxaeHHoro Ykasom [lpeangeHta Poccunckon depepaumm ot 16 asrycta 2004 r. N 1085
(CobpaHue 3akoHogaTenscTBa Poccuickon ®egepauun, 2004, N 34, ct. 3541; 2006, N 49, cT1. 5192; 2008, N 43,
cT.4921; N 47, cT. 5431; 2012, N 7, cT1. 818; 2013, N 26, c1. 3314; N 53, cT1. 7137; 2014, N 36, c1. 4833; N 44, cT.
6041; 2015, N 4, c1. 641; 2016, N 1, cT. 211) (ganee - 6aHK gaHHbIX yrpo3 6e3onacHocTn nHpopmauum PCTIK
Poccun), a Takke WHble MWCTOYHUKM, cogepXalwme cBedeHus 00 yA3BUMMOCTSAX M yrpo3ax 6esonacHocTu
MHdopMaLnu.

(ab3au BeegeH MNpukazom ®CTIK Poccum ot 15.02.2017 N 27)

Mpn onpegeneHun yrpo3 6e3onacHOCTM WHMOPMaLUM  YUMTLIBAKOTCA CTPYKTYPHO-(PYHKUMOHAnNbHbIE
XapaKTepUCTUKN MH(OPMALIMOHHOW CUCTEMBI, BKIOYalOLME CTPYKTYpPY M cocTaB UMHAOPMALMOHHOW CUCTEMBI,
dusmdeckne, noruyeckme, QYHKUMOHamNbHbIE W TEeXHOMOrM4yeckne B3aMMOCBA3N Mexay CerMeHTamu
NHOpMaLIMOHHON cucTemsl, c NHbIMU WHOPMaLMOHHbLIMK cuctemamm "
NHOPMALMOHHO-TENEKOMMYHUKALUMOHHBIMW CETAMU, PeXuMbl 06paboTkn MHdopMauum B MHEHOPMALIMOHHON
cucteMe U B ee OTAeNbHbIX CerMeHTax, a TaKkKe WHble XapaKTepucTuku WH(OPMaLNOHHON CUCTEMBI,
npumeHsieMble MHHOPMaLMOHHbIE TEXHOMOMMN U 0CODEHHOCTU ee (DYHKLUMOHNPOBAHWS.

Mpwu onpenenexHun yrpos 6e3onacHOCT MHGOPMaLUMM B MHCpOPMaLIMOHHON cucTeMe, PYHKLIMOHUPOBaHUe
KOTOpoi nMpepnonaraetcs Ha 6Gase WMHMOOPMALMOHHO-TENEKOMMYHUKALMOHHON WHAPACTPYKTYpbl LIeHTpa
06paboTky  OaHHbIX, [OOMKHbI YYMTbIBATbCSl  Yrpo3bl  6e3onacHoCTU  MHGOpMauuK, akTyasbHble Anis
NHOPMaLIMOHHO-TENEKOMMYHMUKALIMOHHON MHADPACTPYKTYPbI LIEHTPa 06paBoTkM AaHHbIX.
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(pen. ot 28.05.2019) JokyMeHT npepocTasneH KoHcynbTaHTnoc
"O6 yTBepxaeHUn TpeboBaHWiA O 3alMTe MHPOPMALIMK, He [llata coxpaHerus: 19.01.2024
COCTaBfSIo. ..

(ab3au BBeaeH [pukaszom PCTIK Poccum o1 28.05.2019 N 106)

Mo pesynbTatam onpeaenieHns yrpo3 6e3onacHocTi MHopmMaummn npyu HeobxoanMocTh paspabaTbiBaloTcs
pekoMeHaauuM Mo KOPPEKTUPOBKE CTPYKTYPHO-(PYHKUMOHANBHBIX XapakTePUCTUK MHMOPMALMOHHOW CUCTEMBI,
HanpaBneHHble Ha 6rnokupoBaHue (HEWTpanu3aLumio) oTAeNbHbIX Yrpo3 6e30MacHOCTM MHbopMaLIMu.

Mogenb yrpo3 6e3onacHOCTU MHpopMaLMM OOIMKHA codepXaTb onMcaHue MHAOPMAaLVNOHHOW CUCTEMbI U
€€ CTPYKTYPHO-(PYHKUMOHAMNbHbBIX XapakTEepUCTUK, a Takke OnucaHue yrpo3 ©Oe3onacHocTu uHdopmauun,
BKMOYaloLLlee OnucaHue BO3MOXHOCTEM Hapywmtenen (Mogenb HapyLlwuTens), BO3MOXHbIX YA3BMMOCTEN
NMHOPMALIMOHHOW cucTeMbl, cnocoboB peanusaumm yrpo3 6GesonacHocTM MHOpMauMM M nocneacTsvMin ot
HapyLleHus cBOMCTB 6e30MacHOCTU MHGOpMaLmu.

IOna onpegenexHus yrpo3 6GesonacHocTn wuHdopMaumMmM K pa3paboTkm mMoaenun yrpo3 6e3onacHoCTu
MHOPMaLMM NPUMEHSAIOTCH MeToauveckne AOKYMeHTbl, pa3paboTaHHble un yTBepxaeHHble PCTOK Poccun B
COOTBETCTBMM C moanyHkToM 4 nyHkTa 8 MonoxeHnst o PepepanbHoi cryxbe no TEXHUYECKOMY U 3KCMOPTHOMY
KOHTporto, yTBepxaeHHoro Ykasom [lpesngeHta Poccuiickon ®depepaumm oT 16 asrycta 2004 r. N 1085
(CobpaHue 3akoHopgaTensctBa Poccuiickon ®egepaunn, 2004, N 34, c1. 3541; 2006, N 49, cT. 5192; 2008, N 43,
cT. 4921; N 47, c1. 5431; 2012, N 7, cT. 818).

14.4. TpeboBaHuss K cuctemMe 3awutbl MHOPMALMN MHPOPMALMOHHON CUCTEMbI ONPEAEnsaTCa B
3aBMCMMOCTM OT Kracca 3alUEeHHOCTU MH(OPMAaLUOHHOW cUCTEMbI U yrpo3 GesonacHoCcTM MHdopMaumu,
BKITHOYEHHbIX B MOZenb yrpo3 6e3onacHoCTV MHopmaumn.

TpeboBaHus Kk cucTteme 3almTbl UHOPMAaLMM MHEOPMALIMOHHOW CUCTEMbI BKITHOYAKOTCA B TEXHWYECKoe
3ajaHne Ha cosfdaHne WHMOPMALMOHHOW CUCTEMbl M (MnM) TexHuveckoe 3ajaHue (Y4acTHoe TexHuveckoe
3ajaHve) Ha co3gaHve cucTeMbl 3awuTbl MHPOPMauUMM MHAOPMAaLMOHHON CUCTEMbI, pas3pabaTbiBaemble C
yyetom [OCT 34.602, TOCT P 51583 n FOCT P 51624, n 0omkHbl B TOM Yncne coaepxarb:

uenb 1 3agadm obecneyeHuns 3awnTbl MHOPMaLUn B MHPOPMAaLMOHHON CUCTEME;
Knacc 3awmLLeHHOCTU UHPOPMALIMOHHOW CUCTEMBI;

nepevyeHb HOPMAaTUBHbLIX MPAaBOBbIX aKToOB, METOAUYECKUX OOKYMEHTOB W HauMOHallbHbIX CTaHOApPTOB,
KOTOPbIM AOOJ1)KHA COOTBETCTBOBATb VIHCbOpMaLI,VIOHHaFI cuctema;

nepeyeHb 06 LEKTOB 3aLUMTbI MHDOPMALIMOHHON CUCTEMBI;
TpeGoBaHUs kK MepaM U CpeacTBaMm 3alyTbl MHpOPMaLMK, MPUMEHSIEMbIM B MHOPMAaLMOHHOW CUCTEME;

cTtaguu (aTanbl paboT) co3gaHusa CUCTEMbI 3aLLUUTLI MHOPMALIMOHHOW CUCTEMBI;
(ab3au BBeaeH [pukazom PCTIK Poccum ot 15.02.2017 N 27)

TpeboBaHNs K MOCTaBMsieMbIM TEXHWYECKMM CpeacTBaM, NporpaMMHOMYy obecrneyeHuo, cpencTsam
3almMTbl MHdOpMaLuu;
(ab3av BBeaeH [pukasom PCTIK Poccum ot 15.02.2017 N 27)

dYHKUMK 3aKka34dmka u onepartopa no obecneyeHnto 3awmTbl MHGopMaLmm B MHOOPMAaLIMOHHON CUCTEME;
(ab3au BeegeH MNpukazom ®CTIK Poccum ot 15.02.2017 N 27)

TpeboBaHUA K 3awuTe CpeAcTB M cuctem, obecneumBaroimMx (YHKLUMOHMPOBAHUE WH(OPMAaLMOHHON
cuctembl (obecnednBatoLen MHPacTpykType);
(ab3au BeeaeH MNpukazom PCTIK Poccum ot 15.02.2017 N 27)

TpeboBaHMss K 3awute UHdopmauMM  Npu  MHAPOPMALMOHHOM  B3aUMOZEWCTBUM C  WHBLIMU
WMHOPMALMOHHLIMM  CUCTEMaMW U MH(POPMALMOHHO-TENEKOMMYHUKALMOHHBIMU  CETSMW, B TOM 4uCne C
NHOPMALMOHHBIMM CUCTEMAMM YNOSTHOMOYEHHOIO NLA, a Takke NP NPUMEHEHUN BbIMUCTIUTENBHBLIX PECYPCOB
(MoLLHOCTEN), NpeaoCcTaBnsieMbIX YNOMHOMOYEHHbBIM NNLOM A5 06paboTkmM MHopMaLnn.
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Mpukas ®CTIK Poccun ot 11.02.2013 N 17

(pen. ot 28.05.2019) JokyMeHT npepocTasneH KoHcynbTaHTnoc
"O6 yTBepxaeHUn TpeboBaHWiA O 3alMTe MHPOPMALIMK, He [llata coxpaHerus: 19.01.2024
COCTaBfSIo. ..

Mpn onpepeneHnn TpeboOBaHU K cCUCTEME 3aWMTbl MHPOPMALMM  UH(OPMALMOHHOMW CUCTEMBI
YUUTbIBAKOTCA MOMOXEHWUs NONUTUK obecneveHnss HopmaumnoHHon BesonacHocTu obnagartensd uHdopmMauum
(3akasumka), a Takke nNonuTUK obecneyeHns nHpopmaumoHHon 6e3onacHoOCTK onepaTtopa U YNONMHOMOYEHHOro
nMua B YacTu, He NpoTMBOpeYaLlel nonuTukam obnagaTtens nHpopmavumm (3akasvmka).

(B pea. Npukaza PCTOK Poccum ot 15.02.2017 N 27)

B cnyyae cosgaHusi MHOPMaLMOHHOW CUCTEMBI, (hYHKLIMOHMPOBAHME KOTOPOW NpegnonaraeTcs Ha Gase
NHOPMALMOHHO-TENEKOMMYHUKAUMOHHON  MHAPACTPYKTYpbl LeHTpa 06paboTky [aHHbIX, AOMOMHUTENbHO
onpeaensoTcs TpeboBaHus no sawute nHdopmaumu, nopnexawume peanusauuu B
NMHOPMALMOHHO-TENEKOMMYHUKaLMOHHON MHAPPACTPYKTYpE LieHTpa 06paboTkn AaHHbIX.

(a63au BeeaeH [MNpukazom GCTIK Poccum ot 28.05.2019 N 106)

PaspaboTka cuctemMbl 3alnTbl MHGOPMaLMK MH(OPMALMOHHON CUCTEMbI

15. PaspaboTka cucTeMbl 3almTbl MHGQOPMaLMKM MHOOPMAaLMOHHON CUCTEMbI OpraHuayeTcs obnagartenem
NHdOopMaLMK (3aKasdmKom).

PaspaboTka cucTtemMbl 3awuTbl  UHGOPMaUMM  MHPOPMALMOHHOM CUCTEMbI  OCYLLECTBNSAETCA B
COOTBETCTBMM C TEXHUYECKMM 3adaHMEM Ha co3fgaHue WMHAOPMAaLMOHHOM CUCTEMbl U (MNN) TEXHUYECKUM
3agaHneM (4aCTHbIM TEXHUYECKMM 3aJaHWeM) Ha CO34aHue CUCTEMbI 3alnTbl MHOopMaLUM MHOPMaLNOHHON
cuctembl ¢ ydetom [OCT 34.601 "MHcdbopMaumoHHas TexHonorusi. Komnnekc craHgapToB  Ha
aBTOMaTU3MpPOBaHHbIE CUCTEMbl. ABTOMaTusMpoBaHHble cuctembl. Ctagmm cospganusa" (ganee - FOCT 34.601),
[OCT P 51583 u T'OCT P 51624 n B TOM 4ucrie BKIIOYaeT:

NPOEKTUPOBaHNE CUCTEMbI 3aLMTbl MHOPMaLUKN MHGOPMALIMOHHOW CUCTEMBI;

pa3paboTKy 9KCMiyaTauMoHHOW OOKYMEHTaLMM Ha CUcTeMy 3aluTbl UHGOopMauun MHADOPMALMOHHOA
CUCTEMbI;

MakeTMpoBaHVe W TeCcTUpOBaHWE CUCTEMbl 3almTbl MHAOPMaLUM MHGPOPMALMOHHON CUCTEMbI (MpK
HeobxoamMmMocTH).

Cuctema 3awmtbl MHpOpMaUUM MHOPMALMOHHOW CUCTEMBI HE [OJPKHA MPEensiTCTBOBATb AOCTMXKEHWIO
Lenen cosgaHns NMHoOpMaLMOHHOM CUCTEMBI N ee PYHKLMOHMPOBAHMUIO.

Mpu pa3spaboTke cUCTEMbI 3aWUTbl  WMHMOPMAaLMU  UHDOPMAaLMOHHOW CUCTEMbI YYMTbIBAETCH ee
MHopMaLMOHHOE B3avMmofeiicTeme c WHBIMU NHOPMAaLMOHHBIMU cucTemamu "
MH(POPMALIMOHHO-TENIEKOMMYHUKALMOHHBIMA ~ CETSIMU, B TOM 4YWCRe C WMHOPMALMOHHLIMK  CUCTEMaMK
YMNOSTHOMOYEHHOTO Nnua, a Takke MpPUMEHEeHVEe BblYMCIIUTENbHBIX PECYPCOB (MOLLHOCTE), NpeaoCcTaBMsieMbIX
YNONMHOMOYEHHBIM NMLIOM ANs 06paboTku MHopMaLmMu.

15.1. lNpn NPOEKTUPOBaAHMM CUCTEMBI 3aLLNTLI MHpOopMaLMKM MHOPMALMOHHOM CUCTEMBI:

onpegensalTca Tunbl CyObeKkToB AocTyna (nonb3oBaTenu, npoueccbl M MHble CybbekTbl goctyna) u
06beKTOB JOCTYNa, ABMAOWMXCS 00bekTamMmn 3aWwuThbl (YCTPOWCTBa, 06bekTbl (hainoBOM CUCTEMbI, 3arnycKaeMble
N ncnorHsieMble MOAYIU, O6BEKTbI CUCTEMBI YNpaBreHnst 6azamu AaHHbIX, OObEKTbI, CO34aBaeMble MPUKNaAHbIM
nporpamMmmHbIM obecrnedeHnem, nHble 06 bEKTbI AOCTYNa);

onpenensaTca MeToAdbl YrNpaBreHuUs [OOCTYNoM (OMCKPELMOHHbIN, MaHAaTHbIA, PONeBONM WK UHble
mMeToAbl), TUMbl AOCTyna (YTEeHMe, 3anucb, BbINOMHEHWE UMK MHble TUMbl OOCTyNa) U npaBuna pasrpaHuyYeHust
JocTyna cyGbekToB AocTyna k obbektam Aoctyna (Ha OCHOBE CMUCKOB, METOK Ge30macHOCTU, ponen U MHbIX
npasun), noanexalume peanusaumm B UHPOPMaLMOHHOWN CUCTEME;

BbIOMpaloTcs Mepbl 3almTbl MHOPMaLMK, nognexalue peannsaumm B cUCTEME 3aluTbl MHOpMaLUn
WH(OPMALIMOHHON CUCTEMBI;

onpenenarnTcAa Buabl U TUNbl CpeacTB 3allUTbl VIH(*)OpMaLI,VII/I, obecneunBatoLmne peann3aunto TEXHNYECKNX
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Mep 3aLUTbl MHDOPMaLINN;

onpegenseTca CTpyKTypa CUcCTeMbl 3aluTbl MHOpMaUun MHAPOPMALMOHHON CUCTEMbI, BKIOYasi COCTaB
(korIM4YecTBO) U MecTa pasMeLLEHNSI ee ANIEMEHTOB;

ocyllecTBnseTca BblbOp CpeacTB 3awutbl MHMOpPMauuM, CepTUMOUUMPOBAHHBIX Ha COOTBETCTBUE
TpeboBaHVAM No 6e30nNacHOCTM UHOPMaLWK, C y4eTOM MX CTOMMOCTW, COBMECTUMOCTU C MHAPOPMALIMOHHBIMM
TEXHOMOrMAMM N TEXHUYECKMMU cpencTBamu, (yHKUMIA 6e30nacHOCTM 3TUX CpeactB UM OCOBEHHOCTEN WX
peanu3auuuy, a TaKke Krnacca 3almLeHHOCTU MHEPOPMaLMOHHON CUCTEMBI;

onpegensiloTca TpeboBaHMA K napameTpaMm HacTPOWKM MporpaMmmHOro obecrneyeHusi, BKoYvas
nporpammHoe obecrneyeHne cpeacTB 3awmMTbl uHGOpPMauumM, obecrneudvBalolimMe peanusaumio Mep 3aluTbl
WHopMaunn, a TakxKe yCTpaHeHMe BO3MOXHbIX YSA3BMMOCTEN WHM(OPMALMOHHOW CUCTEMBbI, MPUBOOALLUNX K
BO3HWKHOBEHMIO Yrpo3 6e3onacHOCTU nHdopmaumu;
(8 pea. MNpukaza PCTIK Poccum o1 15.02.2017 N 27)

OnpedensioTca Mepbl  3alWuTbl  MHGOPMaLMM NpU  MHPOPMALMOHHOM B3aMMOAENCTBMM C  WHbIMU
MHOPMALIMOHHBIMI  CUCTEMAMU U UHAPOPMALIMOHHO-TENEKOMMYHUKALMOHHBIMA CETSMU, B TOM 4ucCne C
MHOPMALIMOHHBIMI CUCTEMAMM YNOMHOMOYEHHOTO NULIA, a TakkKe NPY NPUMEHEHNN BbIYUCIIUTENBbHBLIX PECYPCOB
(MoLHOCTel), NpegocTaBnNsAeMblX YNONHOMOYEHHbIM NMLOM Ans 06paboTkv MHopMaLIMW.

PesynbTatbl NPOEKTUPOBAHUSA CUCTEMbI 3alLNTbl MHOPMaLMM MHGPOPMALNOHHOW CUCTEMbI OTPaXatTcs B
MPOEKTHOW [JOKyMeHTauun (3CKU3HOM (TEXHWYECKOM) npoekte u (unn) B paboyert OOKyMeHTauuu) Ha
NMHOPMALMOHHYIO CUCTEMY (CUCTeMy 3alunTbl MHpopMauumn MHpOPMaLMOHHOW cUCTeMbI), pa3pabaTbiBaeMbix C
ydyetom [OCT 34.201 "WHcpopmaumoHHas TexHomnorus. Komnnekc cTaHgapToB Ha aBTOMAaTM3MPOBaHHbIE
cucTeMbl. Buapbl, KOMMAEKTHOCTb M 0BO3HaYeHWe OOKYMEHTOB NPV CO3OaHWM aBTOMATU3MPOBAHHLIX cUCTEM"
(nanee - TOCT 34.201).

[MpoekTHas OOKyMeHTauus Ha WMHAPOPMAaLMOHHYK0 CUCTEMY U (MnM) ee cucTemy 3awutbl MHOPMaLMK
noanexaT COornacoBaHUIo C onepaTopoM UHMOPMALMOHHOW CUCTEMBI B CryYae, ecriv OH onpegeneH TakoBbiM B
COOTBETCTBMM C 3akoHoaatenbcTBoM Poccuiickon depepaumm K MOMEHTY OKOHYaHUS NMPOEKTUPOBaHUSA CUCTEMBI
3aWmTbl MHopMauMM MHGOPMALMOHHOM CUCTEMbI U HE SBASIETCA 3aKa3yMKOM [JaHHOW MHMOPMaLMOHHOM
CUCTEMBI.

Mpn OTCYTCTBMM HEOOXOAMMbIX CPeACTB 3alimTbl MHAOPMAaLMKU, CepTUMULMPOBAHHLIX HA COOTBETCTBME
TpeboBaHnsaM Mo 6Ge3onacHOCTM WHAOPMauMK, opraHusyeTcsi paspaboTka (gopaboTka) cpedcTB 3alUUThbI
WHOpPMaLMKN U UX cepTuduKkaumsa B COOTBETCTBMM C 3akoHogaTenbcTBoM Poccunckon depepaumm mnnu
NPON3BOONTCSA KOPPEKTMPOBKA MPOEKTHBIX PeLUEHWA N0 UHPOPMALIMOHHOM cUcTeMe n (Unn) ee cnucteme 3amThbl
MHpopMaumm ¢ y4eToM QyHKLMOHAmMbHbIX BO3MOXHOCTEN UMEHLLNXCS CEPTUDULIMPOBAHHbBIX CPEACTB 3aLuuUThbl
NHopmaLnK.

lMpy NPOEKTMPOBAHMM CUCTEMbI 3aLUUTbl MHPOPMALMN NHPOPMALIMOHHON CUCTEMBI, (DYHKLMOHNPOBaHME
KoTopon npeanonaraetca Ha 6ase WMHPOPMALUNOHHO-TENEKOMMYHUKALUVMOHHOW WHPACTPYKTYpbl LEHTpa
06paboTkn AaHHbIX, ANS BNOKMPOBaHUA akTyarnbHbIX Yrpo3 6e3onacHoCT MHOpMaLMm MoryT ObiTb MPUMEHEHDI
Mepbl 3awmMTbl MHOpMauun, peanusyemble B UHDPOPMAaLMOHHO-TENEKOMMYHUKALMOHHOW UHPacTpyKType
LeHTpa 06paboTkuN AaHHbIX.
(ab3au BBeaeH [pukaszom PCTIK Poccum o1 28.05.2019 N 106)

15.2. PaspaboTka akcnnyaTtauuoHHOW JOKYMEHTaUMM Ha cucTemy 3awmuTbl MHpopmMaumnm MHOpPMaLNOHHON
CUCTEMbI OCYLLECTBMSETCH B COOTBETCTBUM C TEXHUYECKUM 3afaHNEM Ha Co3faHne UHMOPMAaLMOHHOW CUCTEMBbI
n (MNKM) TexHWYeckMM 3afjaHueMm (4acTHbIM TEeXHUYEeCKUM 3aJaHuMeM) Ha Cco3jaHue CUCTeMbl 3awuThbl
MHdopMaLnN MHDOPMaLMOHHON CUCTEMBI.

OkcnnyaTaumoHHas [OOKYMeHTauusi Ha cucTemy 3aluTtbl MHopMauum WHGOPMAaLMOHHOW CUCTEMBbI
paspabatbiBaetca ¢ ydyetom [OCT 34.601, TOCT 34.201 n FOCT P 51624 n pormkHa B TOM 4yucre cogepxatb
onucaHwue:

CTPYKTYpPbl CUCTEMBI 3aLLMThl MHGOpMaLmmM MHGPOPMaLVMOHHON CUCTEMBI;

COCTaBa, MeCT YCTaHOBKM, nNapamMeTpoB W NopAnka HaCTpOﬁKM cpeacTts  3allUThbl I/IHd)OpMaLI,MM,
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nporpaMmMHoro obecneyeHust 1 TEXHNYECKUX CPEeaCTB;
npasun 3KcnnyaTauum cMcTeMbl 3aLmTbl MHOPMaLMN MHPOPMALIMOHHOW CUCTEMBI.

15.3. lNpn MakeTMpoBaHUM N TECTUPOBAHUN CUCTEMBI 3aLLMTblI MHpopMaLMM MHOPMALMOHHOW CUCTEMbI B
TOM YMCre OCYLLECTBMAITCS:

npoeepka paboTOCNOCOGHOCTM M COBMECTUMOCTM BblIOpaHHbIX CPEeACTB 3awuTbl WHOpMauumM c
NHOPMALMOHHBIMU TEXHONOMMSAMU U TEXHUYECKMMU CpeacTBaMMu;

npoBepKa BbINOMHEHWS BbIOPaHHbIMK cpeacTBamMy 3awmuTbl MHpopMmauumn TpeboBaHWn K cucteme 3alumTbl
NMHopmaunn nHHopMaLMOHHOW CUCTEMBI;

KOPPEKTUPOBKA NPOEKTHLIX peLleHWnid, pa3paboTaHHbIX NpY co3gaHUM MHGOPMAaLMOHHOW CUCTEMbI U (UnK)
CUCTeMbI 3aLuTbl MHGOPMaLMK MHADOPMALIMOHHON CUCTEMBI;

ab3au uckntoyeH. - Mpukasz PCTIK Pocecum ot 15.02.2017 N 27.

MakeTupoBaHue cucTeMbl 3aluTbl MHOPMaLUUM UHPOPMALIMOHHON CUCTEMBI N ee TeCTUPOBaHWE MOXET
NPOBOAUTLCS B TOM YMCIIE C UCMONb30BaHWEM CPEACTB U METOAOB MOAENMPOBaHUS UH(POPMALIMOHHBIX CUCTEM U
TEXHOMOrMI BUPTYyanuaauuu.

BHe,qpel-me CUCTeMbl 3alUnTbl MHd)OpMaLIMM VIHCbOpMaLIMOHHOﬁ CUCTEeMblI

16. BHeagpeHue cucteMbl 3awmutbl MHGPOPMaLMM MHPOPMALIMOHHOW CUCTEMbI OpraHu3yeTcs obnagartenem
MHopmMaumn (3aKkas3unkom).

BHegpeHve cuctemsbl 3awmntbl MHGPOPMaLMKM MHEOPMALNOHHOM CUCTEMbI OCYLLIECTBASIETCS B COOTBETCTBUM
C MPOEKTHOW W 3KChnyaTaumoHHOM [OOKYMeHTaumen Ha cucTemy 3autbl MHopMauum WMHEGHOPMaLMOHHON
CUCTEMbBI 1 B TOM Y/CIIE BKITHOYaET:

YCTaHOBKY WU HaCTPOWKY CPeAcCTB 3aLnTbl MHOpMaLmn B MH(pOPMaLNOHHON CUCTEME;

pa3paboTKky OOKYMEHTOB, OMpedensowmx npasuna v npoueaypbl, peanusyemble onepaTopoMm Ans
obecneyeHnsa 3awmuTbl MHPOPMaUMM B WUHGMOPMALMOHHOW CUCTEME B XOde e€e JKCniyataumu (ganee -
OpraHn3auMOoHHO-pacnopsaanTeNbHbIe AOKYMEHThI MO 3alimTe nHdopmaumn);

BHeJpeHNe opraHM3aLnoHHbIX Mep 3alwnTbl MHopMaLuu;

npeaBapuTenbHble UCNbITAaHUS CUCTEMbI 3aLLUTLI MHOPMaLn MHEPOPMALIMOHHON CUCTEMBI;

ONbITHYO 3KCNNyaTaunio CUCTEMbI 3aLlllUThbI MHCbOpMaLI,VIVI MH(bOpMaLlMOHHOVI CUCTEMBbI;

aHanu3 yas3BuMocTerd WHAOPMAaLMOHHOW CUCTEMBbI W MNPUHATME Mep 3awuTbl nHdopMauMmM Mo Ux
yCTpaHeHuio;

npuneMoYHble NUCnbiTaHNUA CUCTEMbI 3alLUTbI VIH(bOpMaLI,I/IVI VIH(*)OpMaLlMOHHOVI CUCTEMBbI.

K BHegpeHuio cucTembl 3aWwmtbl UHGOPMaUMM MHEGOPMAaLMOHHON CUCTEMbI NpPUBIIEKaeTCs onepaTop
WH(OPMALIMOHHON CUCTEMbI B Cryvae, eCnu OH onpeferieH TakoBblM B COOTBETCTBUWM C 3aKOHOAATENbCTBOM
Poccuiickon ®enepaumm K MOMEHTY BHeOpPEeHUS cucTeMbl 3auTbl MHopMaLmm MHPOPMaLMOHHOW CUCTEMBI U
He aBnsieTCcsa 3aKka3ynkoM AaHHOW MHPOPMALMOHHOM CUCTEMBI.

16.1. YcraHoBKa M HacTporka cpefcTB 3awuTbl MHGoOpmMauun B MHAPOPMALMOHHON CUCTEME AOSKHa
NPOBOAUTLCA B COOTBETCTBMM C 9KCMMyaTauUMOHHOW [JOKYMEHTaumenW Ha cucTemy 3awmuTtbl MHopMaumm
NHOPMALMOHHOW CUCTEMbI M IOKYMEHTaLUNen Ha CpeacTBa 3awnTbl MHPOPMaLUK.

CpeacTtBa 3awmThbl MHOPMaLUK, yCcTaHaBnMBaemble B MH(POPMaLMOHHOW cuCcTEME, (PYHKLUOHMPYHOLLEN
Ha 6a3e MHMOPMAaLMOHHO-TENEKOMMYHUKALMOHHOW MHAPACTPYKTYpPbI LeHTpa 06paboTkm AaHHbIX, AOMKHbI BbiTh
COBMECTUMbl Mexay cobol, a Tawkke CO cpeacTBaMu 3aluTbl  MHGOPMALMKM, YCTAHOBMEHHbIMU B
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NH(OPMALMOHHO-TENEKOMMYHUKALIMOHHOWN MHppaCTpyKType LieHTpa 06paboTku AaHHbIX.
(ab3au BBeaeH [pukaszom PCTIK Poccum o1 28.05.2019 N 106)

16.2. PaspabatbiBaemble OpraHusaLuuoHHO-pacnopsanTernbHble JOKYMEHTbl MO 3awuTte MHdopMauuu
OOMXKHbI onpeAensTb npasuna v npoueaypsb:

ynpaeneHus (aAMUHUCTPUPOBAHNA) CUCTEMOW 3aLUTbl MHGPOPMaLUN MHPOPMALIMOHHOW CUCTEMBI;

BbISIBNEHUS UHUMAEHTOB (OAHOro COBbLITMS UMK rPyNnbl COBBLITUIA), KOTOPbIE MOTYT MPUBECTU K cOOAM UNnn
HapyLleHNio (OYHKLMOHMPOBaHMS MH(OPMALMOHHOW CUCTEMbl U (UNK) K BO3HWKHOBEHWMIO Yrpo3 6e30MnacHOCTM
nHcpopMaLmu (anee - MHUUAEHTbI), U pearMpoBaHns Ha HUX;

ynpaBneHns KoHdurypaumen aTTecTOBaHHOW WH(OPMaUMOHHON CUCTEMbI U CUCTEMbI  3alLMUTbI
WHpopmaLm NHHPOPMaLMOHHON CUCTEMBI;

KOHTpONs (MOHWTOpMHra) 3a obecrneyeHMeM YpOBHS 3alMLLEHHOCTUM WMHOpMaunK, coaepxallencs B
WH(OPMaLIMOHHON CUCTEME;

3aWmTbl MHpopMaLUM Npy BbIBOAE M3 3KCNyaTauuym MHAOPMALMOHHOW CUCTEMbI UMW MOCHEe MPUHSATUS
pelueHus 06 okoH4YaHMM 06paboTKM MHdOPMaLUN.

16.3. MNpwu BHegpeHUN opraHM3aumMOHHbIX Mep 3alnTbl MHOPpMaLMK OCYLLECTBAAIOTCS:

peanu3auusl NpaBuIl pasrpaHNYeHns OOCTyna, pernameHTUMpYLWMX npaBa gOcTyna cyObekToB JocTyna K
ob6beKkTaMm OCTyna, U BBEOEHWE OrpaHUYEeHUn Ha OENCTBUSA MONb3OBaTeNen, a Takke Ha M3MEHEHUE YCIOBUN
aKcnnyaTauumn, coctaBa M KOHUIypaumm TEXHUYECKNX CPEACTB U NPOrpaMMHOro obecneyeHus;

npoBepka MOMHOTbI U [EeTanbHOCTM OMUCaHWs B OpraHM3auMOHHO-PacnopsianTENbHbIX AOKYMEHTax Mo
3awmte UHdopMaumm OEUCTBU nonb3oBaTenern W  aaMUHUCTPATOPOB  WMHMOPMAUMOHHOW CUCTEMbI MO
peanv3auny opraHM3aunoHHbIX Mep 3awuTbl MHOPMaLnK;

oTpaboTka AeNCTBMI OOMKHOCTHbBIX MWL, U NogpasAeneHnin, OTBETCTBEHHbLIX 3a peanusauuio Mep 3almTbl
MHdopMaLn.

16.4. [pegBapuTenbHble MWCNbITAHUS CUCTEMbl 3awuTbl  MHGOpPMaUUM WNHPOPMALMOHHON CUCTEMbI
npoeogatca ¢ yyetom [OCT 34.603 "NHdopmaunoHHas TexHonorns. Buasl ucnbiTaHnii aBTOMaTu3MpoBaHHbIX
cuctem" (ganee - TOCT 34.603) n BknoyaloT NpoBepky paboTocnocobHOCTU cUcTeMbl 3almTbl MHOpMaLmn
WH(POPMALIMOHHON CUCTEMBI, @ TaKkKe MPUHATUE pelleHMs O BO3MOXHOCTU OMbITHOWM 3KChnyaTauun CUCTEMbI
3aWwmTbl MHopMaLmm MHPOPMaLMOHHOM CUCTEMBI.

16.5. OnbITHasa akcnnyatauus CUCTeMbI 3aWwmTbl MHPOPMaLUMM MHHPOPMALMOHHOW CUCTEMbI MPOBOAUTCH C
yyetom [OCT 34.603 v BknoyaeT npoBepky GYHKUNOHUPOBAHUA CUCTEMbI 3alluTbl  MHdOpMaLUK
NMHOPMALIMOHHOW CUCTEMBI, B TOM YMCIE peanu3oBaHHbIX Mep 3aluTbl MHOpMauuW, a TakkKe FOTOBHOCTb
nonb3oBaTenen M agMVHUCTPATOPOB K 3JKCMMyaTaumm CUCTEMbI 3alnTbl MHAOPMaUMU MHEOPMALIMOHHOM
CUCTEMBI.

16.6. AHanu3 ys3BUMOCTEN WH(OPMALMOHHOMW CUCTEMbI MPOBOAUTCA B LIENAX OLEHKM BO3MOXHOCTU
NpeofosieHns HapyLlmTenem cuctembl 3awutbl MHPOPMaLUMM MHPOPMALIMOHHOW CUCTEMBI U MpefoTBpaLleHns
peanu3aunn yrpo3 6e3onacHOCTU MHopMaLmu.

AHanuns yaA3BMMOCTEN WMHGPOPMALMOHHOW CUCTEMbl BKMOYAET aHanui ya3BMMOCTEN CpeacTB 3alluThl
NMHdopMaLmMK, TEXHUYECKMX CPeaCTB M NporpaMmmMHoro obecneyeHms HOOPMAaLMOHHON CUCTEMBI.

Mpn aHanusze yaA3BMMOCTEN MHGPOPMALMOHHOM CUCTEMbI MPOBEPSIETCA OTCYTCTBME  U3BECTHbIX
YSI3BMMOCTEN CPeaCcTB 3alnTbl MHAPOPMAaLMKN, TEXHUYECKMX CPeaCcTB 1 MPOrpaMMHOro obecneyveHuns, B TOM yucrne
C y4yeToM MHdOpMaLMK, UMetoLLencsa y pa3paboTumKoB 1 NOMYYEHHON U3 Apyrnx obLwenoCTynHbIX UCTOYHUKOB,
NpaBuUMNbHOCTb YCTAHOBKM M HacTPOWKW cpeacTB 3almTbl MHOPMALUK, TEXHUYECKUX CPEACTB M NPOrpamMmmMHOro
obecneyeHns, a TawKke KOPPEKTHOCTb paboTbl CPeACTB 3awuTbl MHOPMauuM Npu KX B3aVMOLEWCTBUM C
TEXHWYECKNMMN CPeACcTBaMM 1 NporpaMMHbIM obecneyeHnem.
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B cnyyae BbisSBNeHUS YS3BUMOCTEN WHMOPMALMOHHON CUCTEMbl, MNPUBOAALINX K BO3HWKHOBEHMIO
OOMONHUTENbHBIX Yrpo3 6e3onacHoOCTU WHopmauun, NPOBOAMTCA YTOYHEHWe mogenun yrpo3 6es3onacHocTu
uHdopMaumm U1 nNpu  HeobxoAMMOCTU NPUHMMAKOTCA AONOMNHUTENbHbIE Mepbl  3awWwnuTbl  UHGOPMaLWK,
HanpaBrieHHble Ha YCTpaHeHWe BbISIBMEHHbIX YS3BUMOCTEN MMM UCKNoYaloLmne BO3MOXHOCTb UCNONb30BaHUSA
HapyLUMTENEM BbISIBIEHHbIX YSI3BUMOCTEN.

Mo pesynbTaTam aHanusa ysi3BUMOCTEN LAOMMKHO ObiTb NOATBEPXKAEHO, YTO B MHAOPMALMOHHOW CUCTEME
OTCYTCTBYIOT YA3BUMOCTU, coaepalumecs B 6aHke AaHHbIX yrpo3 6e3onacHocTn nHgopmaumm CTIK Poccun, a
TakKkKe B MHbIX MCTOYHMKAX, UMK UX UCMOMNb30BaHME (SKCnyaTawums) HapyLumTenem HeBO3MOXHO.

(ab3au BBeaeH [pukaszom PCTIK Poccum ot 15.02.2017 N 27)

16.7. MNprMemMoYHbIe NCNbITaHUSA cUCTEMbI 3aLlmTbl MHpopMaunn MHPOPMALIMOHHON CUCTEMbI NPOBOAATCS C
yyetom [OCT 34.603 v BKMOYAKOT MNPOBEPKY BbINOMHEHUS TpeboBaHUM K cUCTEMe 3aluTbl MHdOpMaLun
NMHOPMALIMOHHOW CUCTEMBI B COOTBETCTBUM C TEXHUYECKUM 3aaHNeM Ha co3faHne MHpOopMaLnoHHON CUCTEMBI
M (UnNu) TexHUYecKMM 3ajaHueM (YaCTHbIM TEeXHUYECKMM 3aJaHueM) Ha co3[daHue CUcTeMbl 3aluTbl
MHdopMaLnn MHOOPMaLIMOHHON CUCTEMBI.

ATTecTauua nHOpPMaLMOHHON CUCTEMbI U BBOJ, ee B AieACTBUe

17. ATTectaumsi UHPOPMALIMOHHONM CUCTEMbI OpraHn3yeTcs obnagaTtenem MHgopmauun (3akaszynkom) unm
onepaTopoM W BKMKYAEeT MPOBEOEHWE KOMMIEKCA OPraHM3auVoHHbIX W TEXHUYECKUX MEPONPUATUIA
(aTTecTauMoOHHbLIX WCMbITAHUIA), B pe3ynbTaTe KOTOPbIX MNOATBEPXAAETCA COOTBETCTBME CUCTEMbI 3aLUThI
MHpopmMaum NHHOPMAaLMOHHOM CUCTEMbI HAacToAWwMM TpeboBaHMsAM.

MpoBeaoeHne aTTeCTALUMOHHbLIX WCMbITAHUA WH(OPMALMOHHOM CUCTEMbl  OOMKHOCTHLIMK  NMUAMUK
(paboTHMKaMM), OCYLLECTBASIOWMMU MNPOEKTUPOBaHME W (UNWU) BHEAPEHME CUCTEMbI 3almTbl MHopMaLn
NHOPMALIMOHHOW CUCTEMBI, HE JOMNyCcKaeTcs.

(ab3au BBegeH [Npukasom PCTIK Poccum ot 15.02.2017 N 27; B pea. Mpukasza PCTIK Poccum ot 28.05.2019 N
106)

17.1. B kayecTBe WCXOAHbLIX AaHHbIX, HeobxoouMbIX AN aTTecTauun WHGOPMAaUMOHHON CUCTEMBI,
ncnonb3ylTcs MoAenb yrpo3 6e3onacHOCTU MHopmMauun, akT Krnaccudukaumm UHGOPMAaLMOHHOW CUCTEMBI,
TEXHWYECKOE 3adaHMe Ha co3daHuMe MHGOPMaLMOHHOW CUCTEMbI U (MNM) TEXHUYEecKoe 3afaHue (4acTHoe
TEXHUYecKoe 3aJaHue) Ha co3gaHne cUcTeMbl 3awuTbl MHPOPMaLUM MHPOPMALIMOHHOW CUCTEMbI, MPOEKTHAs U
aKcnnyaTauuoHHasi [OKyMeHTauuss Ha CUCTeMYy 3aluTbl  MHOpMauuK  MHEPOPMALMOHHON  CUCTEMBI,
OpraHn3aunoHHO-pacnopsauTerbHble AOKYMEHThI MO 3allumMTe MHOpMaLUK, pesynbTaTbl aHanu3a ysa3BuMocTen
WHOPMALIMOHHON CUCTEMbI, MaTepuanbl NpeaBapUTENbHbIX U NPUEMOYHbLIX WUCMbITAHWUWA CUCTEMbI 3aLUThI
nHdopmaumm MHAOPMAaLIMOHHON CUCTEMbI, @ TaKKe MHble AOKYMEHTbl, pa3pabaTbiBaeMble B COOTBETCTBUU C
HacTosAwmMMn TpeboBaHMAMM.

17.2. ATTectaunsa MHPOPMALMOHHOW CUCTEMbI NPOBOAMUTCS B COOTBETCTBMM C NPOrpaMmMon U MeToamMKkamm
aTTECTAUUOHHbIX UCMbITaHUIA A0 Hadvana obpaboTku MHdopMauuu, nognexawen sawmte B MHPOPMaLMOHHOWM
cucteme. [Ina npoBeaeHns atrectaumm MHOOPMALMOHHOW CUCTEMbI MPUMEHSOTCS HaLMOHanNbHbIE CTaHAapThI, a
TaKke MeToauveckMe [OOKYMEHTbl, paspaboTaHHble U yTBepxaeHHble PCTIK Poccum B COOTBETCTBUM C
noanyHktoMm 4 nyHkta 8 [lMonoxeHunss o PepepanbHOn cnyxbe no TEXHUYECKOMY M SKCMOPTHOMY KOHTPOSO,
yTBEpXXaeHHoro Yka3om lNpesnaeHTta Poccuinckon depepaumm ot 16 aBrycta 2004 r. N 1085.

Mo pelweHnto 3akazuuka (onepatopa) aTTeCTAUMOHHbIE WCMbITAHUA MOMyT OblTb COBMELLEHbI C
npoBegeHMeM NPUEMOYHbIX MCMbITaHUA MH(OPMALMOHHON CUCTEMBI.
(a63au BeeaeH MNpukazom PCTIK Poccum ot 28.05.2019 N 106)

Mo pe3ynbTataM aTTeCTaunOHHbIX ncnbiTaHum O(*)OpMJ'I‘ilIOTCS'-I NPOTOKOJbl aTTECTALUMOHHbIX NCNbITaHUN,
3aKiiro4yeHne o COoOTBETCTBUMN VIH(*)OpMaLlMOHHOVI CUCTEMBI Tpe6OBaHMFIM O 3auuTte VIHCbOpMaLI,VIVI n arrecrart
COOTBETCTBUA B Cliydae MoJ1I0OXKUTESTbHbIX Ppe3yibTaToB aTTeCTalMOHHbIX nchbITaHWN.

Mpu npoBedeHMM aTTECTALMOHHBLIX WUCMbITAHWIA OOMMKHbI MPUMEHSITLCS Crnegylowme MeTodbl NPOBEepoK
(ncnbiTaHui):
(ab3au BBeaeH [pukaszom PCTIK Poccum ot 15.02.2017 N 27)
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(pen. ot 28.05.2019) JokyMeHT npepocTasneH KoHcynbTaHTnoc
"O6 yTBepxaeHUn TpeboBaHWiA O 3alMTe MHPOPMALIMK, He [llata coxpaHerus: 19.01.2024
COCTaBfSIo. ..

3KCMEepPTHO-AOKYMEHTanbHbLIN MeTod, npedycMaTpuBarolmMii NPOBEPKY COOTBETCTBUA CUCTEMbl 3alUUThl
nHdopmauMm MHPOPMaLMOHHON CUCTEMBbI YCTAHOBMNEHHbIM TpeboBaHUAM Mo 3awmTte MHdopmauum, Ha OCHOBE
OLEHKN 9KCMfyaTauuoHHON [OOKYMEHTauuu, OpraHn3alnoHHO-pacnopsanTenbHbiX AOKYMEHTOB MO  3awuTe
WHpopmaLmn, a Takke YyCnoBUN PYHKLMOHMPOBAHWUS UHPOPMALIMOHHOW CUCTEMBI;
(ab3au BBeaeH [pukazom PCTIK Poccum ot 15.02.2017 N 27)

aHanu3 yasBuMOCTeNn MHPOPMAaLMOHHON CUCTEMbI, B TOM YUCIe BbI3BaHHbLIX HEMNpaBWUIIbHOW HACTPOMKOWN
(koHUryprpoBaHMem) NporpammMHoOro obecneyeHms n CpeacTs 3amTbl MHOPMaLUMK;
(ab3av BBeaeH [pukasom PCTIK Poccum ot 15.02.2017 N 27)

UCMbITAHUS CUCTEMbl 3aWuTbl MHAOPMAaLUU NyTeM OCYLLUECTBMEHUS MOMbITOK HEeCaHKLWOHUPOBAHHOMO
poctyna (Bo3nenctaus) K MHGPopMaLMOHHON cucteMe B 06X0f ee CUCTEMBI 3aLUThl MHhopMaLuu.
(ab3au BBeaeH [Npukaszom PCTIK Poccum o1 15.02.2017 N 27)

17.3. JonyckaeTcsa aTTectauus WMHMOPMALMOHHOW CUCTEMbI Ha OCHOBE pe3ynbTaToOB aTTeCTauMOHHbIX
UCNbITaHWIA BbIOENTEHHOrO Habopa CermMeHTOB MHGOPMALNOHHOW CUCTEMbI, peanm3ayloLmMX NMOJTHY TEXHOMOMMo
obpaboTkn nHpopmauun.

B aToM cnyyae pacnpocTpaHeHue aTtTecTata COOTBETCTBUSI Ha OpYrMe CermeHTbl WMHGOPMaLMOHHON
CUCTEMbl OCYLLECTBNAETCS MPU YCIIOBUU X COOTBETCTBUS CErMeHTaM MHOPMaLMOHHON CUCTEMbI, NMPOoLIeaLLNM
aTTecTauUMOHHbIE UCMbITAHUS.

CermMeHT cumTaeTcs COOTBETCTBYHOLUMM CErMeHTy WH(OPMaLMOHHON CUCTEMbl, B OTHOLLUEHUU KOTOPOro
ObinM NpoBefeHbl aTTECTALUOHHbIE WUCMbITAHMSA, €CnU Ansl yKa3aHHbIX CEerMEHTOB YCTaHOBMEHblI OOWHAKOBbIE
Knacchl 3alMLEHHOCTH, Yyrpo3bl 6e3onacHoCTM MHpopMauun, peanu3oBaHbl OOUHAKOBbLIE MPOEKTHLIE peLLEeHNs
Nno MHPOPMaLIMOHHON CUCTEME U €€ CUCTEME 3aLUTbl UHdOpMaLK.

CooTBeTCcTBME CErMeHTa, Ha KOTOpPbIA pacrnpoCTpaHAeTcda aTTecTtaT COOTBETCTBUS, CErMeHTy
MHOPMALIMOHHOW CUCTEMbI, B OTHOLUEHMM KOTOPOro ObinMv nNpoBefeHbl aTTECTAUUOHHbIE  MCMbITAHWUS,
noaTBepxgaeTcd B xode MNPUMEMOYHBbIX  UCMbITAHUA  MHAOPMALUMOHHOW  CUCTEMBbI WU CErMEHTOB
MHOPMALIMOHHON CUCTEMBI.

B cermeHTax WH(OPMALMOHHON CUCTEMbI, Ha KOTOPbIE pPacnNPOCTpPaHAETCH aTTecTaT COOTBETCTBUA,
onepaTopoM obecneynBaeTcss CcOOnNOOEHME  3IKCMMyaTaluMOHHOW [OOKYMEHTaUMM Ha CUCTEMY  3alUuTbl
nHdopmaumm MHPOPMALIMOHHON CUCTEMbI UM OpPraHM3auUOHHO-pacnopsaauTenbHbIX OOKYMEHTOB MO 3almTe
MHdopMaLnu.

OcobeHHOCTM aTTecTaumm MH(*)OpMaLI,I/IOHHOﬁ CUCTeMbl Ha OCHOBE pe3ynbTatoB aTTeCTauMOHHbIX
UCMbITaHWIA BbIOENEHHOrO Ha6opa €€ CerMeHTOB, a TakKXKe yCrnoBuda n nopAanoK pacnpocTtpaHeHUda aTtTecTtaTta
COOTBETCTBUA Ha OpYyrne CermMeHTbl MHCbOpMaLlVIOHHOVI CUCTEMbI onpeaenarTcd B nporpaMmme m mMetoamkax
aTTEeCTaUNOHHbIX UCMbITAHWUN, 3aKNIOYEHNN U aTTecTaTte COOTBETCTBUS.

17.4. ATTectaT COOTBETCTBUSA BbIJAETCA Ha BeCb CPOK IKCnnyatauum WH(OPMALMOHHON CUCTEMBI.
Onepatop (obnagatens wHGOpMauMM) B XOA4€ 3Kchnyatauum WHGOPMAUMOHHOW CUCTEMbI  LOJDKEH
obecneunBaTe MOOAEPXKKY COOTBETCTBUSA CUCTEMBI 3alUUTbl MHpOpMauuM aTtTecTtaTy COOTBETCTBMSA B pamKax
peanusaumm MeponpuaTUn, NPeayCMOTPEHHbIX MYHKTOM 18 HacToswmx TpeboBaHWA.

(n. 17.4 B pegn. [pukasa PCTIK Poccun ot 28.05.2019 N 106)

17.5. BeBog B pJeinctBue UHPOPMALIMOHHOW CUCTEMbI  OCYLLECTBNSAETCHA B  COOTBETCTBUM C
3akoHoaatenscTBoM Poccuiickonn ®egepaumm o6 mnHdopmMaumm, MHPOPMALMOHHBIX TEXHOMOIMMAX U O 3awuTe
nHpopmaumm n ¢ ydetom COCT 34.601 v Npy HanMuum aTTecTtata COOTBETCTBUS.

17.6. ViHdopmauMoHHble cucTeMbl, YHKLUMOHMpYlOWMe Ha 6ase obuer nHppacTpykTypbl (CpeacTs
BbIYMCIUTENBHON TEXHWKW, CEPBEPOB TENEKOMMYHMKALUMOHHOIO 00OpyooBaHUSA) B KavecTBe MNpuKagHbIX
CEpPBMCOB, Noffiexart aTTecTalmmn B COCTaBE yYKka3aHHOW MHPaCTPYKTypbI.

B cnyyae ecnu nHdopmauunoHHasa cuctema cosgaetcs Ha 6ase MHpopMaLMOHHO-TENEKOMMYHMKALIMOHHOM
MHMPACTPYKTYpbl LieHTpa 00paboTkM [AaHHbIX YMOMHOMOYEHHOro nuvua, Takas WHEPaACTpyKTypa LeHTpa
06paboTkn AaHHbIX 4OMKHA OblTb aTTECTOBaHa Ha COOTBETCTBME HAcCTOALWMM TpeboBaHUAM.
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"O6 yTBepxaeHUn TpeboBaHWiA O 3alMTe MHPOPMALIMK, He [llata coxpaHerus: 19.01.2024
COCTaBfSIo. ..

(B pea. Npukaza PCTOK Poccum ot 28.05.2019 N 106)

MMpu atTecTtaumm MHAPOPMAaLMOHHON CUCTEMbI AOIDKHbI MCMONb3YKTCA pesynbTaThl artTectaumm obuien
WMH(pPaCTPYKTYpbl onepaTtopa MHPOPMaLMOHHON CUCTEMBI.
(n. 17.6 BBegeH [pukazom PCTIK Poccum ot 15.02.2017 N 27)

O6ecneveHue 3aWmTbI MUHPOPMaLIMKM B Xo4e IKCNyaTaumm
aTTecToBaHHOM MH(POPMaALIMOHHON CUCTEMbI

18. ObecnedeHne 3awmMTbl MHGOPMaUMM B XOA4e 3Kchnyatauum MHGOPMAaLMOHHOW CUCTEMbI [OIDKHO
OCYLLEeCTBMATLCA onepaTopom B COOTBETCTBUM c aKcnnyaTaunoHHOM OOKyMeHTaumen n
OpraHvM3auUMOoHHO-pacnopsaanTenbHbIMM - AOKyMEHTaMM N0 3aluTe MHdOpMauuM u BKAYaTb crneaylolime
MepONpPUATUS:

nnaHMpoBaHme MeponpuaTUI No 3alumTe MHPoOpMaummn B MHPOPMaLMOHHON CUCTEME;

aHanu3 yrpos 6e3onacHocTi nHdopmaumm B UHOOPMaLMOHHOWN CUCTEME;

ynpasneHue (agMUHUCTPUPOBaHKE) CUCTEMON 3anTbl MHOPMAaLMM UHPOPMALIMOHHOW CUCTEMbI;

ynpaBneHue KoHurypaumen MHpopMaLMOHHON CUCTEMBI U ee CUCTEMOMN 3aLLnTbl UHpopMaunn;

pearmpoBaHvne Ha MHUMOEHThI;

UHOpMUpoBaHne n obydyeHne nepcoHana MHHPOPMaLNOHHON CUCTEMBI;

KOHTpOrb 3a obecrnevyeHnem YpOBHS 3aLMULLEHHOCTM MHGOPMaUMK, cogepxallencs B MHPOPMaLMOHHON
cucteme.

(n. 18 B pea. Mpukaza PCTIK Poccun ot 28.05.2019 N 106)

18.1. B xoge nnaHMpoBaHWMS MEPONPUATUA MO 3awwuTe MHPOpMauMM B WMHOPMALIMOHHON CcucTeme
OCYLLIECTBIAOTCSA:

onpegerneHne nuy, OTBETCTBEHHbIX 3@ MIIAHNPOBAHME U KOHTPOMb MepOonpUaTUiA Mo 3awmTe MHopmaumnm
B MH(POPMAaLIMOHHOWN CUCTEME;

onpegeneHne nuu, oTBeTCTBEeHHbIX 3a BbiABIIEeHNE MHLUMOEHTOB U pearnpoBaHne Ha HUX;

paspaboTka, YyTBEpXAeHWe W akTyanusaums nnaHa MeponpuaTMin no  3awmrte uHdopMaumm B
WH(OPMaLIMOHHON CUCTEME;

onpegeneHne nopdaaka KOHTPOJ1A BbINOJIHEHUA Meporlpl/IFlTl/IIZ no obecnevyeHno 3alUnThbI VIH(bOpMaU,MI/I B
VIH(*)OpMaLlMOHHOVI cucreme, npeayCMOTPEHHbIX YTBEePXXAEHHbIM NMi1aHOM.

lMnaH meponpuaTMn No 3awmTte uHdopmaumm B MHAOPMALMOHHOW CUCTEME YTBEpXAaeTcd BMecTe C
NpaBoOBbIM aKTOM OpraHa UCMNOMHUTENBHOW BriacTn 0 BBOAE MHOPMALIMOHHON CUCTEMBI B 9KCMyaTauuio.

KOHTpOmb BbINOMHEHUA MEPONPUATUI, NPEaYCMOTPEHHbIX MaHOM MEPONPUATUIA NO 3alumTe NHopmaLmm
B I/IHCbOpMaLI,I/IOHHOVI CcncrtemMe, OCyLLEeCTBNAETCA B CPOKU, onpenerieHHble yKa3aHHbIM MNiaHoM.
(n. 18.1 B pea. [pukasa PCTIK Poccun ot 28.05.2019 N 106)

18.2. B xoge aHanms3a yrpo3 6e3onacHOCTU MHGOpMauun B MHGOPMaLMOHHOM CUCTEME B XOo4e ee
3KCnyaTaumm ocyLLecTBRAAIOTCS:

BbIsIBNEHWE, aHanm3 n yctpaHeHue ya3BMMocTen MHPOPMaLMOHHOW CUCTEMBI;
aHanus uamMeHeHus yrpo3 6e3onacHoCcTn nHpopmaumm B UHOPMaLMOHHOM CUCTEME;

OLEeHKa BO3MOXHbIX MOCNeAcTBUN peanusaunn yrpos ©e3onacHocTu I/IHd)OpMaLI,I/IM B I/IHCbOpMaLI,MOHHOIZ
cucrteme.
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(pen. ot 28.05.2019) JokyMeHT npepocTasneH KoHcynbTaHTnoc
"O6 yTBepxaeHUn TpeboBaHWiA O 3alMTe MHPOPMALIMK, He [llata coxpaHerus: 19.01.2024
COCTaBfSIo. ..

MepuoanyHOCTb npoBeAeHus yKasaHHbIX pa6oT onpenensieTcs onepaTopom B

OpraHM3aLMOHHO-PaCcMNopPAaNTENBHbBIX JOKYMEHTaxX Mo 3alumMTe MHopMaLuu.
(n. 18.2 B pea. [pukasa PCTIK Poccun ot 28.05.2019 N 106)

18.3. B xoge ynpaBneHusi (agMWHUCTPUPOBAHUSA) CUCTEMOWN 3alUMTbl MHGOPMaUMM MHGPOPMaLNOHHON
CUCTEMbI OCYLLIECTBNSATCS:

onpegeneHne nuu, OTBETCTBEHHbIX 3a YyhpaBneHwe (aaMWHUCTPUPOBAHME) CUCTEMON  3alUUThI
MHdopMaLnn MHDOPMaLIMOHHON CUCTEMBI;

ynpaBneHne yyeTHbIMM 3anucsiMy Mofib3oBaTenenn M noggep)kaHne B akTyarlbHOM COCTOSIHAM MpaBun
pasrpaHuyeHnst 4OCTyna B MUHPOPMALIMOHHON CUCTEME;

ynpasrneHne cpeacrsamMun 3allunThbl VIHd)OpMaLI,VII/I I/IHd)OpMaLI,VIOHHOVI CUCTEMbl;

ynpaBrnieHne OGHOBMEHUSIMU MPOrpaMMHbIX M MporpaMMHo-annapaTHbIX CPeAcTB, B TOM 4ucre Cpeacts
3alWmUThl MHpopMaLMK, C Y4ETOM 0COBEHHOCTEN (DYHKLMOHNPOBAHMSA MHPOPMALMOHHON CUCTEMBI;

LeHTpann3oBaHHOEe YynpaBfieHne CUCTEMON 3alinTbl MHGOPMaUUM WHGOPMAUMOHHON CUCTEMBbI (Npw
HeobxoaMMocCTK);

MOHUTOPUHI U aHanu3 3aperucTpupoBaHHbIX COObLITUA B WH(OPMALMOHHOW CUCTEME, CBSI3aHHbIX C
obecneyeHrem Ge3onacHocTK (Oanee - cobbiTus 6GesonacHoCcT);

obecneyeHne (PyHKLMOHUPOBAHWS CUCTEMbI 3aLUmUTbl MHOPMaLUn MHPOPMaLMOHHON CUCTEMBI B XOA€E ee
aKcnnyaTaumy, BKMYas BedeHue SKCnnyaTauMoOHHOW AOKYMEHTauuu U opraHu3auMoHHO-pacnopsiamTenbHbIX
AOKYMEHTOB MO 3aLumTe MHhopMaLmK.
(n. 18.3 B pen. [pukasa PCTIK Poccum ot 28.05.2019 N 106)

18.4. B xopge ynpaBneHus KoHdWrypaumen UHPOPMaLMOHHON CUCTEMbI U €e CUCTEMbl 3aluuThbl
NMHOpMaLMKM OCYLLECTBASIOTCS:

onpegeneHne nuu, KOTOpbIM paspelleHbl OEeWCTBUA MO BHECEHU W3MEHEHUMA B  KOHMUrypauuio
WHOPMALIMOHHOW CUCTEMbI U €€ CUCTEMBI 3aLLNTbl MHbopMaLMK, U NX NOSTHOMOYUIA;

onpeferneHne KOMMOHEHTOB WHMOPMALMOHHON CUCTEMbI UM €e CUCTEeMbl 3awuTbl  MHQOopMauuu,
noanexawmx W3MeHEeHWI0 B pamKkax YyrnpaBreHus KoHdurypauven (ngeHtudpumkaumss obbekToB ynpasneHus
KOH(urypaumen): nporpammHo-annapaTtHble, MNpOorpaMMHble  CPeAcTBa, BKMOYAs  CPeAacTBa  3aluThbl
WMHopMaLnn, UX HACTPOWMKM N NPOrPaMMHbLIA KO, 3KCMnnyaTaunmoHHas OOKyMeHTauus, uHtepdencsl, dannbsl u
WHbIE KOMMNOHEHThLI, Noanexatune N3MeHeHMIo U KOHTPOITIO;

ynpasneHne n3meHeHnsaIMmn NHAOPMaLMOHHON CUCTEMbI U ee CUCTeMbl 3almTbl MHopMauun: pa3paboTka
napameTpoB HAaCTpOWMKM, obecrneyvBaloWmMX 3awmuty UHGOpMaLuunM, aHanu3 MoTEeHUManbHOro BO34EeNCTBUSA
nnaHMpyemblX N3MeHeHUn Ha obecneyeHne 3almTbl MHOPMaLUN, CaHKLMOHUPOBaHNE BHECEHUS U3MEHEHUN B
MH(OPMALIMOHHYIO CUCTEMY W ee CUCTeMy 3almTbl MHpopMauun, JOKYMEHTUPOBaHWE OEWCTBUMA MO BHECEHWUIO
N3MeHeHU B MHPOPMALMOHHYIO CUCTEMY M COXpaHeHUe AaHHbIX 06 n3MeHeHnsaxX KoHUrypaumm;

KOHTPOSIb OEWUCTBMIA MO BHECEHUID U3MEHEHWA B WHAOPMALMOHHYKDO CUCTEMY W €€ CUCTEMY 3aluuTbl
MHopmaumn.

PeanusoBaHHble npoLecchl ynpaBneHus n3aMeHeHNsIMM MHpopMaLMOHHOW CUCTEMBI U €€ CUCTEMBI 3aLLUThbl
NHOPMaLMN OOSMKHbI BKINOYATb MPOLLECChl rapaHTUMHOMO U (UNKN) TEXHUYECKOro obCrnyXuMBaHWs, B TOM 4yucne
AVNCTaHLMOHHOrO (yAaneHHoro), MporpaMMHbIX U MporpamMmMHO-annapaTHbIX CPeacTB, BKNOYas CpeacTBa 3alumThl
WMHopmaunn, MHPOPMaLIMOHHON CUCTEMBI.

(n. 18.4 B pea. [pukasa PCTIK Poccun ot 28.05.2019 N 106)

18.5. B xoae pearmpoBaH1sa Ha MHUMOEHTbI OCYLLLECTBIAIOTCA:

oBHapyXeHue U1 uaeHTUdUKaUMA WHUMOEHTOB, B TOM 4uMChe OTKas3oB B 06cnyxuBaHuu, cboes
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(nepesarpy3ok) B paboTe TeXHUYECKUX CPEeACTB, NPOorpamMMHOro obecrnedeHnst U cpeacTB 3aluTbl MHdopMaLUK,
HapyLleHW NpaBun pasrpaHWYeHuss JOCTyna, HenpaBOMEPHbIX AEWCTBUIA Mo c6opy MHopMauWK, BHEAPEHWIA
BPEAOHOCHbIX KOMMbIOTEPHBIX MpOrpamMm  (BUMPYCOB) M WHbIX COOBLITWIA, MPUBOAAWMX K BO3HWKHOBEHWIO
WHUWOEHTOB;

cBOEeBpeMeHHoe I/IH(*)OpMVIpOBaHVIe nonb3oBarenavMm n agMunHMUCTpatopamMmn JInl, OTBETCTBEHHbIX 3a
BbldBJ1€EHME MHUMOEHTOB U pearnpoBaHne Ha H1UX, 0 BOSHMKHOBEHN NMHUNOEHTOB B MH(bOpMaLlVIOHHOVI CUCTEME;

aHannm3 MHUMOgeHToB, B TOM 4ucrne onpeneneHne UCTOYHMKOB U NPUYMH BO3HUKHOBEHUA MHUMOEHTOB, a
TaKKe oLeHKa Ux NocneacTeui;

nnaHMpoBaHWe W MpPUHATME Mep NO YCTPAHEHUI0 WHUMOEHTOB, B TOM YMCR€ MO BOCCTAHOBMEHWIO
NHOPMALIMOHHOW CUCTEMBI U ee CerMEeHTOB B Cliyvae oTkasa B obcnyxusaHuu unv nocne cboes, yCTpaHeHUo
NocneacTBUA HapyLUEHUS NpaBun pasrpaHudeHns AOCTyna, HenpaBOMEpPHbIX AeNCTBUIA No cOopy uHdopmaumu,
BHEAPEHWS1 BPEAOHOCHbIX KOMMbIOTEPHbIX MPOrpamMm (BUPYCOB) U MHbIX COOLITUIA, NPUBOASALLMX K BOZHUKHOBEHWIO
WHUWOEHTOB;

NnaHMpoBaHWe N NPUHATUE MeP MO NPEAOTBPALLEHUIO MOBTOPHOIO BO3HUKHOBEHWSI MHLUOEHTOB.
(n. 18.5 BBegeH [pukazom PCTIK Poccum ot 28.05.2019 N 106)

18.6. B xoae nHopmupoBaHusa n o0y4eHns nepcoHana MHOopMaLNOHHON CUCTEMBI OCYLLLECTBIIAIOTCS:

MH(OPMUPOBAHNE MepcoHana WHPOPMALMOHHON CUCTEMbI O MOSIBMEHUM aKTyamnbHbIX Yrposax
6e3onacHoCTM MHGopMaLMK, o NpaBunax 6esonacHoi akcnnyaTaunum MHPOPMaLMOHHON CUCTEMBI;

AoBedeHne OO0 nepcoHana MHAOOPMALMOHHOW cUCTeMbl TpeboBaHMiA MO 3awWwmuTe MHgopMaumm, a Takke
MONOXEeHUN OopraHmn3aumoHHO-pacnopAaanTenbHbIX OOKYMEHTOB Mo 3aljute I/IHqZ)OpMaLLI/IVI C y4eTOM BHECEHHbIX B
HUX U3MEHEHUN;

oby4yeHne nepcoHana MHPOPMaLMOHHOW CUCTEMbI MpaBuiaM JKCyaTaumMm OTAENbHbBIX CPeACTB 3alluThbl
MHdopMaLnu;

npoeegeHne npakTn4ecknx 3aHATUN U TPEHUPOBOK C MepcoHarniom MH(*)OpMaLI,I/IOHHOﬁ CUCTEeMbI o
6J'IOKI/IpOBaHI/HO yrpos ©e3onacHocTu VIH(*)OpMaLI,I/II/I 1 pearmposaHmio Ha MUHUNAOEHTbI;

KOHTPONb OCBEAOMIIEHHOCTM nepcoHana WHPOPMALMOHHON cucTembl 06 yrposax 6e3onacHoCTu
MH(OPMAaLMKM U YPOBHSA 3HaHMI NepcoHana no Bonpocam obecneyeHns 3awmuTbl HOOPMaLNK.

MeproanyHOCTb NPOBEAEHWUS MNPaKTUYECKMX 3aHATUA M TPEHUPOBOK C NEPCOHariom, MeponpuATUiA Mo
obyyeHWi0 MepcoHana W KOHTPOMK OCBEAOMIIEHHOCTW MepcoHana ycTaHaBnMBaeTCcs OnepaTtopoM B
OpPraHn3auMOHHO-PaCNoPAANTENbHBLIX OOKYMEHTax no 3awuTte wHdopMaumm ¢ y4eTom ocobeHHocTewn
OYHKLMOHMPOBaHUSA MHEPOPMaLIMOHHON CUCTEMBI, HO He pexe 1 pa3a B ABa roga.

(n. 18.6 BBegeH [pukazom PCTIK Poccum ot 28.05.2019 N 106)

18.7. B xoge KoHTpons 3a obecnevyeHMeM YPOBHS 3alUMLLEHHOCTU WHopmMaumm, cogepxallenca B
WHOPMALIMOHHON CUCTEeME, OCYLLECTBNATCS:

KOHTPOmb (aHanu3) 3alWULEeHHOCTM WHopMaumm € y4eToM OCODEHHOCTEN  (PYHKLMOHMPOBAHUS
MHOPMALIMOHHON CUCTEMBI;

aHanms3 1 oueHka YHKLMOHMPOBaHUSA MHAOPMALIMOHHON CUCTEMbI U €€ CUCTEMbI 3aluTbl MHopMauuu,
BKIOYas aHanuM3 U yCTpaHeHWe YA3BUMOCTEN U MHbIX HeOOCTaTKoB B (DYHKUMOHWPOBAHUM CUCTEMbI 3aluuThl
MHdopMaLnN MHDOPMaLIMOHHON CUCTEMBI;

AOKYMEHTUpOBaHMe npouedyp M pesynbTaToB KOHTPONsS 3a obecneyeHMem YpPOBHSA 3alUMLLEHHOCTU
nHdopmaumm, cogepxalencsd B UHHPOPMaLMOHHON CUCTEME;

NPUHATME PELLUEHUs MO pe3ynbTaTam KOHTpondA 3a obecrnevYeHnem YpoBHS 3alLMLLEHHOCTU MHGOPMaLWK,
cogepxawencss B MHpoOpMaUMOHHON cucTeme, O HeobxooumocTM [opaboTkM (ModepHM3auMu) ee CUCTEMbI
3aWwuTbl MHOpMaLMK.
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KoHTponb 3a oGecrnedyeHneM YpPOBHSA 3alLMLLEHHOCTU MHGOPMAaLMK, cogepKallenca B MHOPMaLNOHHOM
cucTemMe, NPOBOAMTCS ONepaTopoM CaMOCTOSTENbHO WM (MM) C MNPUBIIEYEHUMEM OpraHuM3auun, UMEHLLEen
NNLIEH3MIO HA OEeATENBHOCTb MO TEXHUYECKOW 3aluTe KOHUaeHUnansHom nHdopmaumumn.

lMepuoanyHOCTL MpoOBEAEHNst KOHTPOmNs 3a obecrnevYeHneM YpPOBHS 3aLUULLIEHHOCTM UHGOopMaLmK,
cogepxawienca B WMHGOPMaUMOHHON cucTemMe 1 Knacca 3allMLLEHHOCTM, yCTaHaBnMBaeTCd onepaTopoM B
OpPraHn3auMOHHO-PaCNoPAANTENbHbLIX OOKYMEHTax no 3awuTte wuHdopmMauMm ¢ y4eTom ocobeHHocTewn
DYHKLMOHMPOBaHUSA MHPOPMAaLIMOHHOWN CUCTEMBI, HO He pexe 1 pasa B rog.

lMepuoanyHOCTb MNpoOBEOEHNst KOHTPOmNs 3a obecnevYeHneM YpPOBHS 3aLUULLIEHHOCTM UHGOpMaLmK,
cogepxalienca B MHPOPMaLUMOHHbBIX cuctemax 2 1 3 Knaccos 3allMLeHHOCTHN, yCTaHaBnmMBaeTCca onepaTtopom B
OpraHn3auUMOHHO-PaCNoPAANTENbHbLIX OOKYMEHTax no 3awuTte wHdopmMaumm ¢ y4eTom ocobeHHocTewn
YHKLMOHMPOBaHUSA MHPOPMAaLMOHHbLIX CUCTEM, HO He pexe 1 pasa B ABa roaa.
(n. 18.7 BBegeH [pukazom PCTIK Poccum ot 28.05.2019 N 106)

O6ecneyeHue 3aWwmTbl MHOPMaLUM NpU BbiBOAE U3 IKCMyaTaumum
aTTecToBaHHOM MH(OPMaALMOHHOWN CUCTEMbI MU NOCIe NPUHATUA
pelleHnsi 06 OKoOH4YaHMM 06paboTKM MHopMauumn

19. ObecneveHne 3awmnTbl MHOPMaLMKN NPY BbIBOAE M3 SKCMyaTaunmM aTTeCTOBaHHOW MHPOPMaLMOHHON
CUCTEMbI MUIN MOCNE NPUHATUSA pelleHns 06 OKoHYaHMM 0bpaboTku MHOPMaLMK OCYLLECTBSIETCA ONepaTopoM
B COOTBETCTBMU C 3KCMJyaTaUMOHHOW OOKYMEHTaUMEeN Ha CUCTeMy 3alluTbl MHOpMaLMM MHEPOPMALIMOHHOM
CUCTEMBI M OpraHM3aLVOHHO-pacnopsaaNTENbHbIMU OOKYMEHTaMU MO 3awuTe MHdopMaummM U B TOM 4ucre
BKIHOYaEeT:

apXxvMBMpOBaHWe MHGOPMaLNK, coaepkallencs B UHpOpMaLMOHHON cUCTEME;

YHUYTOXEHWE (CTMpaHWe) AaHHbIX U OCTaTOYHOW MHpopMauMM C MalUMHHbBIX HOCUTENEn MHopMauMn u
(Mnn) YHUUTOXEHNE MaLLUMHHbBIX HocuTenen uHopmaumu.

19.1.  ApxuBupoBaHne uHdOpMauuK, copepxawencs B  UHPOPMALMOHHOWM  cCUCTEME, OOSMKHO
OCYLLECTBNATLCA NPM HEOOXOAMMOCTU AanbHENLLEro UCNOb30BaHNs MHGOPMaLMK B AeATeNbHOCTM onepaTopa.

19.2. YHuuTOXEHMEe (CTUpaHWe) p[daHHbIX W OCTaTOYHOW WHGOPMaUMM C MaLUMHHBIX HOCUTEenen
MHdopMaLMM NPoOM3BOAUTCA NP HEOOXOOUMOCTU Mepedayn MalUMHHOIO HocuTens uHdopmaumm apyromy
nonb3oBaTentd WHPOPMALMOHHONW CUCTEMbI MMM B CTOPOHHME OpraHM3auuvM AN PeMOHTa, TEXHUYECKOro
o6CnyXMBaHWs NNy ganbHENLEro YHUYTOXEHUS.

Mpy BbIBOAE M3 3KCMNyaTauuu MaLUUHHBIX HOcuTenen WHopMaLMu, Ha KOTOPbIX OCYLLEeCTBNANUCH
XpaHeHve n obpaboTka MHPOPMALIMKN, OCYLLECTBNAETCA (PM3NYECKOE YHUHTOXEHME STUX MALLUWHHBLIX HOCUTENEN
MHdopMaLnu.

lll. TpeboBaHusA kK Mepam 3awWmTbl MH(pOpMaLMK, copepKallemncs
B MHcOPMaLMOHHOMN cucTeMe

20. OpraHusaunoHHbIE N TEXHUYEeCcKue Mepbl 3aluTbl MHOPMaUuKn, peannsyemble B UH(POPMaLMOHHON
cMcTeEME B paMKax ee CUCTeMbl 3aluTbl MHpopMauum, B 3aBMCMMOCTU OT yrpo3 6e3onacHoCcTu MHopmMauum,
ncnonb3yembix WHOPMaLMOHHbIX TexXHonorum " CTPYKTYPHO-(PYHKLMOHAMbHbIX XapaKkTepucTuk
MHGOPMALIMOHHOW CUCTEMbI AOMKHbI 0becneynBaTh:

naeHTudmkaumio n ayteHTudmrkaumo cybbekTtoB 4ocTyna n 06GbEKTOB JOCTYNA;

ynpaBreHue 4oCTynom cybbekToB gocTyna k obbektam JoCTyna;

orpaHu4eHue nporpaMmMHon cpesbl;

3alMTy MaLUWHHBIX HOCUTenen nHopmaumu;

perucTpauuio cobblTUi 6e30MacHoOCTYU;
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aHTVBUPYCHYIO 3aLUUTY;
0o6HapyXeHue (NpeaoTBpaLleHNE) BTOPXKEHNIA;

KOHTPOJb (aHanm3) 3aWwuLeHHOCTN MHopMauuu;

LLeNOCTHOCTb MHAOPMALMOHHON CUCTEMBI U MHGDOPMaLIK;

AOCTYMHOCTb UHOPpMaLnK;

3alMTy cpeabl BUpTyanusauuu;

3aLUMTY TEXHNYECKMX CPEACTB;

3aLUMTY MHCPOPMALIMOHHOW CUCTEMbI, €€ CPEACTB, CUCTEM CBS3U U Nepefayn AaHHbIX.

CocTaB mMep 3aLwmnTbl uHopMaLmm u nx 6asosble HAabOPbI ANA COOTBETCTBYOLLUMX KIACCOB 3aLUMULLEHHOCTM
MHGOPMALMOHHBIX CUCTEM NpuBedeHbl B npunoxeHnn N 2 kK HacTosAwmum TpeboBaHnsM.

20.1. Mepbl no ugeHTMdMKauMm 1 ayTeHTUdUKauum cyGbeKToB AOCTyna U ob6beKTOB A0CTyna AOIMKHbI
obecneunBaTe npucBoeHWe cybbekTam K obbekTaM [AOCTyna YHUKanbHOro npu3Haka (MaeHTudmkaTopa),
CpaBHEHME NpPeabsBrSeMoro CyobekTom (0ObekToM) AocTyna uaeHTMdMuKatopa C NepeyHEM MPUCBOEHHbIX
NOeHTUMKATOPOB, a TakKe MNPOBEPKY MNPUHAONEXHOCTU CyObekTy (0OBbekTy) AocTyna npeabsBNEHHOro UM
naeHTudurkatopa (nogreepxgeHne noaIMHHOCTK).

20.2. Mepbl Mo yNpaBreHNo JOCTYNOM CyGbEKTOB AoCTyna k o6bekTaMm AoCTyna AoMmkHbI obecneyvBaTtb
ynpaBrieHMe npaBaMu U MpUBUIIETMSIMU CYOBLEKTOB [OCTyna, pasrpaHMveHne goctyna cybbekToB JocTyna K
obbekTam [JoCTyna Ha OCHOBE COBOKYMHOCTU YCTAHOBMEHHbIX B WHGOPMALUMOHHOW cUCTeMe MpaBuil
pasrpaHMyeHns 4oCTyna, a Takke oGecneynBaTh KOHTPOMNb COBMIoAEeHUS 3TUX NpaBun.

20.3. Mepbl MO OrpaHMYEHU0 NPOrpamMMHON cpefbl OOJPKHbI obecrneyvmBaTb YCTaHOBKY M (MnM) 3anyck
TONbKO Pa3speLleHHOro K WCMOMb30BaHWIO B WHAOPMALMOHHOW CUCTEME MNPOrpammMHOro obecneyeHus unm
NCKNOYaTb BO3MOXHOCTb YCTAHOBKM M (Mnn) 3anycka 3anpeLLieHHOro K MCMofb30BaHWO B MHAOPMaLNOHHOM
cucTeme NporpaMmHoOro obecnedeHus.

20.4. Mepbl MO 3aWuTe MaWWHHBIX HocuTenen wHdopmaumm (cpeactBa 00paboTku  (XpaHeHwus )
WHGOPMALMK, CbEMHble  MalUMHHblE  HOCUTENMW  WHGOPMAUMM)  OOMKHbI  UCKMYaTb  BO3MOXHOCTb
HeCaHKLMOHMPOBAHHOIO AOCTyNa K MalMHHBbIM HOCUTENSIM U XpaHsLWeWcs Ha HUX MHdopMauum, a Takke
HeCcaHKLMOHMPOBAHHOE UCMOMb30BaHWe CbEMHbIX MaLLMHHBLIX HOCUTENEeNn NHopMaLumm.

20.5. Mepbl no peructpaummn cobbiTuii 6e3onacHOCTV AOMMkHbI obecneunBaTtb cbop, 3anucb, XpaHeHue U
3awnTy MHpopmauum o cobbiTusix 6e3onacHOCTM B MHPOPMALMOHHOM CUCTeME, a Takke BO3MOXHOCTb
NMpocMoTpa 1 aHanm3a MHPOoPMaLIMKN O TaKUX COBLITUSIX U pearnpoBaHne Ha HUX.

20.6. Mepbl N0 aHTMBUPYCHOM 3aLLMTe OOIMKHBI 0becneynBaTe 0OHapyXeHne B MHpOPMaLNOHHON cucteme
KOMMbIOTEPHLIX ~ NporpaMM MO0 MHOW  KOMMbIOTEPHOM  MHpopmMauun,  MNpegHasHavyeHHon  Ans
HECaHKLUMOHUPOBAHHOIO  YHUYTOXEHWsi,  OrnokupoBaHus, mMoanduKauuu, KOMMPOBaHUS  KOMMbIOTEPHOM
NHGOPMaLMM UNN HENTPanM3aunn CPeacTB 3amTbl MHOPMaLMK, a Takke pearMpoBaHue Ha obHapyXeHne aTmx
nporpamMm 1 nHgopmMaLuumn.

20.7. Mepbl no obHapyxeHuo (MpegoTBpaLLEeHN0) BTOPXKEHUN OOMKHbI obecneynBaTb OOHapyXeHue
0EencTBmin B UHGOOPMALIMOHHOW CUCTEME, HanpaBSieHHbIX Ha NpegHaMepeHHbIN HeCaHKLMOHMPOBAHHLINM SOCTYN K
nHdopmaumm, cneumanbHble BO3OENCTBMSA Ha MH(OPMaUMOHHYIO cucTemy U (Mnv) uHdopmaumio B Lensx ee
006bIBaHUA, YHUYTOXEHUS, UCKaXKeHNS U BNoKMpoBaHMsa JocTyna K MHdopmaumm, a Takke pearmpoBaHve Ha 3Tu
OencTBus.

20.8. Mepbl Mo KOHTPONKO (aHanu3y) 3alMLLEHHOCTM MHGAOPMAaLMM OO0SMKHbI 0becnednBaTb KOHTPOISb
YPOBHA 3alUULLEHHOCTU UWHGOPMaUuK, coaepawenca B MHPOPMAUUOHHOM cUcTeMe, NyTeM MnpoBeaeHus
MEPONPUATMIA MO aHanuay 3allMLEeHHOCTU MHPOPMALMOHHON CUCTEMbI U TECTUPOBAHMUIO €€ CUCTEMbI 3aLuuUTbl
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MHdopMaLnu.

20.9. Mepbl no obecnevyeHnto LENOCTHOCTU WHMOPMALMOHHOW CUCTEMbI U WMHAOPMAUMN  OOIDKHbI
obecneunBaTb OBHapyxeHne (akToB HECaHKUMOHMPOBAHHOIO HapyLleHUs LEeNOCTHOCTU WHMOPMaLMOHHOWM
CUCTEMbI M cofepxallencs B Hel nHdopmauun, a Takke BO3MOXHOCTb BOCCTAaHOBMEHUSA WHMOPMaLMOHHOWM
CUCTEMbI 1 cofepXKallencsa B Hel MHdopMaLunu.

20.10. Mepbl no obGecneyeHuto [OCTYNHOCTM WHOPMaUMM OOMKHbI ObecneynBaTb aBTOPU3OBAHHbLIV
OOoCTyn nonb3oBaTenen, WMelWUX MpaBa MO TakoMy AOCTyny, K WHdopmauun, copepxaiwienca B
NMHOPMALIMOHHONW CUCTEME, B LUTATHOM pexnme OyHKLUMOHNPOBAHMSA NHAOPMALMOHHON CUCTEMBI.

20.11. Mepbl No 3awuTe cpedbl BUPTyanusauumn OOSTKHbl UCKMAYaTb HECAHKLMOHMPOBAHHLIN OOCTYN K
uHdopmaumm, obpabaTbiBaemMon B BUpTyanbHOW WHGPACTPYKTYpe, W K KOMMOHEHTaM BUPTYyarbHOM
WMH(PaCTPYKTYphbl, @ Takke BO3LENCTBUE HA MHOPMALIMIO 1 KOMMOHEHTLI, B TOM YMCIe K cpeacTBam yrnpaBneHns
BUPTYanbHON MHAPACTPYKTYPON, MOHUTOPY BUPTyamnbHbIX MalluH (TMNepBu3opy), cUcTeMe XpaHeHuUs AaHHbIX
(Bknoyasi cuctemy XpaHeHusi 00pa3oB BUPTyanbHOW WMHPACTPYKTypbl), CETM Mepedayvn LaHHbIX 4epes
3NeMeHTbl BUPTYyarnbHOW Nnn ousndeckorn MHPACTPYKTYPbl, FOCTEBLIM ONepaLMOHHbIM CMCTEMaM, BUPTYyarbHbIM
MalmnHaMm (KOHTeNHepam), CUCTEME U CEeTU pennukaumm, TEPMUHANbHbLIM N BUPTYarnbHbIM YCTPOMCTBAM, a Takke
CUCTEME PE3EPBHOrO KOMMPOBAHUA 1 CO34aBaEMbIM €K KOMUSM.

20.12. Mepbl nNo 3alimMTe TEeXHUYECKUX CPeacTB AOMKHbl UCKMOYaTb HECaHKLUMOHMPOBAHHLIN OOCTYM K
CTalUMOHapHbIM TEXHUYECKMM cpeacTBaMm, obpabaTbiBaloWwuM MHGOPMAaUMIo, cpeacTBaM, obecnevvBatoLLM
PYHKLUNOHNPOBaHNE MHAOPMALMOHHOW CUCTEMBbI (Oanee - cpeactBa obecrneyeHunst PyHKUMOHMPOBAHKS), U B
NMOMELLIEHMS, B KOTOPbIX OHM MOCTOSIHHO PacMoSIOXEHbI, 3aLLMTY TEXHNYECKUX CPEACTB OT BHELUHUX BO3OENCTBUN,
a Tawkke 3awuTy WHpopMaumm, nNpeacTaBfeHHOM B BMAE WH(OPMATUBHLIX 3MEKTPUYECKMX CUTHANoB W
dM3MYECKMX NONEN.

20.13. Mepbl no 3awmte MHPOPMALMOHHON CUCTEMbI, €€ CPeAcTB, CUCTEM CBA3M WM nepefayn gaHHbIX
OOMkHbl obecneunBaTb 3awMTy WMHPOPMALMU MpU B3aMOAENCTBMM WMHEOPMALMOHHOMW CUCTEMbI UNN ee
OTAENbHbIX CErMEHTOB C MHBIMU UH(POPMALMOHHBIMU cUCTEMaMn U MHPOPMALIMOHHO-TENEKOMMYHUKALNOHHBIMU
CeTAMW NOCPEACTBOM MPUMEHEHUSI apXUTEKTYpbl MH(OPMAaLMOHHOW CUCTEMbI, MPOEKTHbIX PeLleHUn No ee
cucTeMe 3aWwmTbl MHGOPMaUWK, HanpaBneHHbIX Ha obecneveHne 3aWwnTbl MHOPMaLUK.

21. Bbibop mep 3awmTbl MHOpMaUMM ANs ux peanu3aumym B MHAPOPMAaLMOHHOM CUCTEME B paMKax ee
CUCTEMbI 3aLUNTbI MHADOPMaLMK BKIOYAET:

onpegeneHne 6asoBoro Habopa mMep 3almTbl MHOPMaLUMK AN YCTAaHOBIIEHHOrO Kracca 3alLMLLIEeHHOCTH
NHOPMALIMOHHOW CUCTEMBI B COOTBETCTBUM C 6a3oBbIMM Habopamy Mep 3awwmTbl MHpopmauun, NpUBeaEeHHbIMN
B npunoxeHun N 2 k HacToawmm TpeboBaHuAM;

apganTtauuio 6azoBoro Habopa Mep 3almTbl MHAOPMaLN NPUMEHUTENBHO K CTPYKTYPHO-(OYHKLMOHANbHBIM
XapakTepuctmkam NHopMaLMOHHON CUCTEMBI, WHOPMaLMOHHBLIM TEXHOMOrnsaMm, 0COBEHHOCTAM
PYHKLUNOHNPOBAHUA MHAOPMALMOHHOW CUCTEMBI (B TOM YMUCIE NpedyCMaTpUBaIOLLYIO UCKIIOYeHe 13 6a3oBoro
Habopa mep 3aWwuTbl MHPOPMaLMM Mep, HENOCPEACTBEHHO CBA3AHHbIX C MH(POPMALMOHHLIMU TEXHOMOMMSIMU, He
ncnonb3yembiMu B UH(OPMALMOHHOM CUCTEME, UNU CTPYKTYPHO-PYHKLUUOHANBHLIMU XapaKTepUCcTUKamMu, He
CBONCTBEHHbBIMU MHOPMALNOHHOW CUCTEME);

yTOMHEeHMe apanTupoBaHHoOro 6a3oBoro Habopa mep 3awwTbl MHOPMaLUuM C y4eTOM He BblOpaHHbIX
paHee Mep 3awWmnTbl UHOPMaLWK, NpuBeAeHHbIX B npunoxeHun N 2 k HacToawum TpeboBaHusaM, B pesynbTate
Yyero onpegenslTcsa Mepbl 3awuTbl MHGOpMauun, obecneynBaiolime GnokMpoBaHWe (HermTpanuMsaumil) BCex
yrpo3 6e3onacHoCTM nHdopMaLmu, BKITIOYEHHbIX B MoAenb yrpo3 6e3onacHoCT! MHopmauuu;

[AOMOSIHEHNE YTOYHEHHOro ajanTMpoBaHHOro 6a3oBoro Habopa Mep 3awuTbl MHMOPMaLUM Mepamu,
obecneynBatoLLMMK BbINOSIHEHUE TpeboBaHM 0 3aLmuTe MHOpMaLMK, YCTaHOBMEHHBIMA MHBIMW HOPMATUBHLIMU
npaBoOBbLIMY akTamu B 061acTy 3almTbl MHOpMaLUW, B TOM Yncre B 061acTy 3aLimTbl NEPCOHAnbHbIX AaHHbIX.

Ona Bbibopa Mep 3aWmMTbl  MHpopMauMu AnNs COOTBETCTBYHOLLEro  Knacca  3allyLLUEeHHOCTU
MH(POPMALIMOHHON CUCTEMbI MPUMEHSIOTCA METOAuYEecKne [OKYMeHTbl, pa3paboTaHHble W YTBEepXOEHHble
®CTOK Poccum B cooTtBeTcTBMM C nognyHktom 4 nyHkta 8 [MonoxeHusa o ®depepanbHon crniyxbe no
TEXHUYECKOMY M IKCMOPTHOMY KOHTPOSI, yTBepxaeHHoro Ykasom lNpesvaeHta Poccuiickon degepaummn ot 16
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"O6 yTBepxaeHUn TpeboBaHWiA O 3alMTe MHPOPMALIMK, He [llata coxpaHerus: 19.01.2024
COCTaBfSIo. ..

asrycta 2004 r. N 1085.

22. B vH(OpMaUMOHHON CUCTEME COOTBETCTBYIOLLErO Kracca 3allMLLEHHOCTM B paMKax €€ CUCTEMbI
3aWuUTbl MHOPMALMN AO0MMKHbBI ObITh peannaoBaHbl Mepbl 3auTbl MHOpMaLUuK, BbibpaHHbIE B COOTBETCTBUU C
nyHkTom 21 Hactosilwmx TpeboBaHuii M obecneumBalowimMe OnokMpoBaHue (HENTpanu3auui) BCEX Yrpo3
6e3onacHocTu MHpopMauuu.

lMpn aTomM B MHOPMAaLMOHHOM cucTeme AOMKeH ObiTb, Kak MWHMMYM, peanu3oBaH aganTVpPOBaHHbLIN
6asoBbii Habop Mep 3aWwmTbl MHAOPMAaLMKU, COOTBETCTBYIOLIMN YCTAHOBMNEHHOMY KNaccy 3allMLEeHHOCTU
WH(POPMALIMOHHON CUCTEMBI.

22.1. B cnyyae ecnu Mepbl 3aWmThl MHdopMaLmu, peann3oBaHHbIE B
NMHOPMALMOHHO-TENEKOMMYHUKALMOHHON  MHAPACTPYKType uUeHTpa o06paboTku pgaHHblX, obecnednBatoT
BrnokvpoBaHue yrpo3 6e3onacHOCTU MWHMOPMauuK, akTyanbHbIX Ans  YHKUMOHMpYloWen Ha ero 6ase
WHOPMALMOHHOW  CUCTEMBI, MPUHATME  OOMOMHUTENbHLIX Mep  3awuTbl  UHdOpMauMM B [AaHHOM
NHOPMaLMOHHOWN cucteme He TpebyeTcs. Mpu 3TOM NOMHOMOYMSA B YaCcTW 3aLmMTbl MHPOPMaLMK AOMKHbI ObITb
pacnpegeneHbl mexay onepaTtopomM NHAOPMaLIMOHHOW cuCTEMBI 7 onepaTopom
NHOPMALIMOHHO-TENEKOMMYHUKaLMOHHON MHPPaCTPYKTYpbl LeHTpa 06paboTku AaHHbIX.

(n. 22.1 BBegeH [pukazom PCTIK Poccum ot 28.05.2019 N 106)

23. TMpy HEBO3MOXHOCTW peanu3aumm B MH(OPMALMOHHOW CUCTEME B PaMKax €€ CUCTEMbl 3alLuTbl
MHdOpMaLMM OTAENbHbIX BbIOpaHHBIX Mep 3alMTbl MHpOpMaUuM Ha aTanax agantaumm 6asoBoro Habopa mep
3alWKMTbl MHOPMALIMN UNN YTOYHEHMS adanTupoBaHHOro 6a3oBoro Habopa mMep 3awWmTbl MHAOPMAaLMU MOTyT
paspabaTtbiBaTbCs WHblE (KOMMEHCUpYOLWME) Mepbl 3awuTbl MHGopMauuu, obecrnednBalolne agekBaTHOe
BrnokupoBaHue (HernTpanu3sauuio) yrpo3 6esonacHoCcTn nHopmaumu.

B atom cnyyae B xofe pa3paboTku cuctembl 3awinTbl MHAOPMaLMM MHOPMALMOHHON CUCTEMbI AOSMKHO
ObiTb NpoBegeHO OOOCHOBaHWE MPUMEHEHWS KOMMEHCHPYOLWMX Mep 3aluTbl  uHdOpMauMn, a npu
aTTeCTaUUOHHbIX MCMbITAHUSX OLEHeHa AOCTaTOMHOCTb M afdeKBaTHOCTb AaHHbIX KOMMEHCUpYLWNX Mep Ang
BrokvpoBaHusa (HeMTpanusauun) yrpos 6esonacHocT MHpopmMauuu.

24. Mepbl 3aWwuTbl MHPOpMaLMmM BbIBNpaoTCa 1 peanuayloTcsa B MHpOPMaLUOHHON CUCTEME B paMKax ee
CUCTEMbI 3aWnUTbl MHOPMaLMK C y4ETOM Yrpo3 6e30nacHOCTU MHOPMaLMM NPUMEHNTENBHO KO BCEM 0ObeKkTam
N cybbekTam OOCTyna Ha annapaTHOM, CUCTEMHOM, MPUKNagHOM U CETEBOM YPOBHSAX, B TOM 4yucre B cpede
BMPTyanusaumun n obravHbIX BbIYUCTIEHNN.

25. OpraHusauuoHHble Mepbl U CpedcTBa 3aliuTbl MHOpPMaLUK, MPUMEHsieMble B MHDOPMALMOHHOWM
cucTeme, AOMKHbI obecrnevmBaTh:

B MHGOPMAaLMOHHBIX cucTeMax 1 Krnacca 3alUMLLEeHHOCTU - 3aluTy OT yrpo3 6e3onacHoCTV MHopMaumu,
CBA3aHHbIX C AEMCTBUAMM HapyLUUTENel C BLICOKMM NOTEHLMANOM,;

B MHGOPMALIMOHHBIX CUCTEMAaX 2 Kracca 3allUMLLEHHOCTU - 3aluTy OT yrpo3 6e3onacHOCTV MHgopMaLmu,
CBA3aHHbIX C AENCTBUAMM HapyLUUTENe C MOTEHLMANOM He HIKe YCUINEHHOro 6asoBoro;

B VIHq)OpMaU,VIOHHbIX cuctemax 3 knacca 3alMLLEeHHOCTH - 3awmnTy OT yrpos 6Ge3onacHocTn VIHCbOpMaLI,VIVI,
CBSI3@aHHbIX C 4ENCTBUAMMU HapyLIJVITeJ'IeVI C NOTEHUManomM He Hwke 6a3oBoro.

MoTeHunan HapywmTenen onpegensieTca B XO4e OUEHKM WX BO3MOXHOCTEW, NPOBOAUMON npu
onpegenennn yrpo3 6e3onacHocTn MHopmMaLmMm B COOTBETCTBMU C NyHKTOM 14.3 HacToswmx TpeboBaHui.

OnepatopoMm MOXeT ObiTb NPUHATO peleHne O MpUMEHEeHMM B  MHAOPMAaLMOHHON CcucTeMe
COOTBETCTBYIOLLIEIO KMacca 3allWLEeHHOCTU Mep 3almTbl MHdopmMaummn, obecrnevmBarowmnx 3almTy OT Yrpo3
6e3onacHoCTM MHOpMaLMK, pean3yemblX HapyLIMTENsaMu ¢ 6ornee BbICOKMM NOTEHLMAroM.

(n. 25 B pea. Opukaza PCTIK Poccun ot 15.02.2017 N 27)

26. TexHn4eckme Mepbl 3alMTbl UHCOPMALIMM peanuayroTcst NOCPEACTBOM NMPUMEHEHNUS CPeaCTB 3alUnThbI
nHdopmMaummn, B TOM Yncne nporpammHbix (MporpaMMHo-annapaTHbIX) CpeacTB, B KOTOPbIX OHW peanv3oBaHbl,
nMetoLmx Heobxoammble yHKUMKM B6e3onacHocTu. Mpu aToM:
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B MH(pOpMaLMOHHBIX cuctemax 1 Knacca 3alueHHOCTU NMPUMEHAITCA CpeacTBa 3almTbl MHOpMaLnn
He HWxXe 4 Knacca, a Takke cpeacTBa BblMUCIUTESNbHON TEXHUKM HEe HXKe 5 Knacca,

B VIH(bOpMaLI,I/IOHHbIX cuctemax 2 krnacca 3awumueHHOCTH NMPUMEHAIOTCA CcpeacTBa 3allUThbI VIH(*)OpMaLI,I/II/I
He HMxe 5 knacca, a Takke cpencrtea BblYMCNUTENBHOW TEXHWUKM HE HWXKe 5 Knacca;

B MHADOPMALMOHHBIX cMcTeMax 3 Krnacca 3aLlULLEHHOCTU NPUMEHSIOTCS cpeacTBa 3aWwuTbl MHpopmaumm 6
Knacca, a Takke cpeacTBa BblMMCNNTENBHON TEXHUKM HE HUXe 5 knacca.

B nHdopMaumoHHbIX cuctemax 1 knacca 3alueHHOCTU MPUMEHSITCA cepTUmLnpoBaHHble cpencTea
3aWwmThl UHopmaumm, cooTBeTcTByowme 4 unu Bornee BbICOKOMY YPOBHIO AoBepusi. B nHdopmaumoHHbIX
cucTemMax 2 Knacca 3alMEeHHOCTU MPUMEHSITCA CcepTUdUUMPOBaHHbIE cpeacTBa 3awmTbl MHGOopMauuwu,
cooTBeTCTBylOWME 5 unn Gonee BbICOKOMY YPOBHIO AoBepusi. B uHopmauumoHHbIX cucTemax 3 knacca
3aLULLEHHOCTU NPUMEHSAIOTCH CepTUMULUPOBaHHbIE CPpeacTBa 3allunTbl MHOpMaLMK, COOTBETCTBYOLME 6 nnm
Gonee BbICOKOMY YPOBHIO JOBEPWSI.

(8 peq. MNpukaza PCTIOK Poccum ot 28.05.2019 N 106)

Knaccbl 3almThbl M YPOBHU AOBEPUSA ONPEeSENAOTCA B COOTBETCTBMM C HOPMAaTUBHbBIMY NMPaBOBbIMU akTaMu
®CTIK Poccun, nsgaHHbimm B cooTBeTCTBMU ¢ noanyHkToM 13.1 nyHkTa 8 MonoxeHnst o PepepansHon cnyxbe
Nno TEXHUYECKOMY U 3KCMIOPTHOMY KOHTPOINIO, yTBepXaeHHoro Ykasom NpesngeHTa Poccuiickon ®enepauum ot 16
asrycta 2004 r. N 1085.

(8 pea. Opukaza PCTIK Poccum o1 28.05.2019 N 106)

B nHopMaLMOHHBIX cUCTEMax MPUMEHSIIOTCA cpeacTBa 3almTbl MHAOPMaLMKU, cepTUdPULNPOBaHHbIE Ha
cooTBeTCTBME 00sA3aTeNnbHbIM TpeboBaHUSAM No BesonacHocTn nHdopmMaummn, yctaHoBneHHsiM PCTIK Poccun,
Unn Ha cooTBeTCcTBME TpeboBaHMAM, yka3aHHbIM B TEXHMYECKUX YCNOBUSAX (3agaHusix no 6esonacHocTn). Mpu
3TOM (PyHKLMM 6e30NacHOCTM TaKUX CPeaCTB JOIMKHbI 06ecneunBaTh BbINONTHEHNE HAcToALWMX TpeboBaHNiA.

(n. 26 B pea. [pukasza PCTIK Poccum o1 15.02.2017 N 27)

26.1. lpu NpOeKTMpPOBaHUM BHOBb CO3[4ABaEMbIX WU MOLEPHU3MPYEMbIX WMHEHOPMAaUMOHHBIX CUCTEM,
UMELNX AOCTyNn K WHEHOOPMALMOHHO-TENEKOMMYHUKALMOHHON ceTu "MIHTepHeT", [OOSMKHbl BbIOMpaTbhCA
MapLUpyT13aTopbl <2>, cepTUdMLMPOBaHHbIE HA COOTBETCTBME TpeboBaHMAM no Ge3onacHoCTM nHopmaumu (B
4YacTu peanu3oBaHHbIX B HUX PYHKUMIN Be3onacHoCTK).

(n. 26.1 BBegeH [pukazom PCTIK Poccum ot 28.05.2019 N 106)

<2> [yHkT 4 rnaesl || Knaccmdmkauum cpefacTe NporpaMmMHOro, TeEXHMYeckoro obecneyeHus, pabot u ycnyr
(npunoxeHne N 2 k MeTogMyeckMM yKasaHWsIM MO OCYLLECTBMEHUIO Yy4yeTa MH(OPMALUOHHBIX CUCTEM U
KOMMOHEHTOB  WMH(OPMAaLMOHHO-TENEKOMMYHUKALMOHHON  MHAPACTPYKTYpPbl,  YTBEPXKOEHHbIM  MPUKA30M
MwuHkomceBsiaum Poccun ot 31 mas 2013 1. N 127).
(cHocka BBeaeHa [Npukasom PCTIK Poccum ot 28.05.2019 N 106)

27. B cnyyae 06paboTkn B MH(pOPMAUMOHHOW CUCTEME MHOpPMaUUK, coepallern nepcoHarnbHble
OaHHble, peanun3yemble B COOTBETCTBMM C NyHKTamu 21 u 22 Hactoswmx TpeboBaHuM Mepbl 3awuThbl
MHdopMaLnu:

ana  nHpopmaumMoHHoW cuctembl 1 knacca 3awmuieHHoctn obecneumBaotr 1, 2, 3 M 4 ypoOBHM
3aLlUMLLIEHHOCTU NepCcoHanbHbIX AaHHbIX <1>;

<1> YcTaHaBnuMBaeTcsa B COOTBETCTBUM C TpeboBaHMAMM K 3almuTe nepcoHarnbHbIX AaHHbIX MNpU KX
obpaboTke B WHGOPMALMOHHBIX CUCTEMAxX MNEepCOoHAmnbHbIX [OaHHbIX, YTBEPXOEHHLIMU MOCTAHOBIIEHNEM
MpaButenbcTtBa Poccuickon ®egepaumm ot 1 HosA6ps 2012 r. N 1119.

AN MHPOPMALIMOHHOM CUCTEMbI 2 Kracca 3alumLeHHOCTU obecneunBaloT 2, 3 1 4 YPOBHU 3aLLULLIEHHOCTM
NnepcoHanbHbIX aHHbIX <*>;
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ANs MHOPMAaLUMOHHOM cucTeMbl 3 Krnacca 3aluueHHOCTM obecnevmBaloT 3 1 4 YPOBHU 3aLLUMLLIEHHOCTU
nepcoHarnbHbIX AaHHbIX <*>;

abaal uckntoydeH. - [Mpukas PCTOK Poccum ot 15.02.2017 N 27.

28. Tllpu wncnonb3oBaHMM B MH(OPMALMOHHBLIX CUCTEMAX HOBbIX WHMOPMALMOHHBIX TEXHOMOrnnh W
BbISIBIIEHUW AONOMHUTENbHLIX Yrpo3 BesonacHoCTN nHOopMaLmMK, ANd KOTOpPbIX He onpedeneHbl Mepbl 3aWwuThbl
nHOopMaLMK, AOMKHbI pa3pabaTbiBaTbCsl KOMMEHCUPYHOLLME Mepbl B COOTBETCTBUM C MYHKTOM 23 HACTOALUMX
TpeboBaHu.

Mpunoxexne N 1

K TpeboBaHusAM 0 3awmTe HdopmaLmm,

He COCTaBnALEN rOCY4apCTBEHHYIO TalHy,
cogepxallencs B rocygapCcTBeHHbIX
NMHOPMALMOHHBIX CUCTEMaX

OMPEAEJNEHMUE KINACCA 3ALWMILEHHOCTU NH®OPMALIMOHHON CUCTEMbI

Cn1coK N3MEHSIIOLNX JOKYMEHTOB
(8 peq. MNpukaza PCTIK Poccum ot 15.02.2017 N 27)

1. Knacc sawmiieHHocTn nHdopmaumnoHHor cuctembl (nepsbit knacc (K1), sBTopon knacc (K2), tpetun
knacc (K3)) onpegensercs B 3aBMCMMOCTU OT YPOBHSA 3Ha4MmocTy uHdopmaumm (¥Y3), obpabatsiBaemon B 3TOM
WH(pOPMALMOHHOM cuUCcTeMe, U MacwTaba MHOPMALNOHHOM cucTembl (dpenepanbHbii, pPernoHanbHbIN,
0OBbEKTOBBIN).

(8 pea. MNpukasza CTIK Poccum o1 15.02.2017 N 27)

Knacc sawmwenHoctn (K) = [ypoBeHb 3HAYMMOCTU MHpopMauum; MmacluTad cuctembl].

2. YpoBeHb 3HA4YMMOCTU MHGOPMAaLMK onpedensdeTcs CTENeHblo BO3MOXHOro yuiepba ans obnagatens
MHpopmaumm (3akasumka) u (Mnu) onepaTtopa OT HapyLleHUa KOHMUAEHLMANbHOCTN (HENPaBOMEPHbIE OOCTYM,
KonuMpoBaHve, npeaocTaBfeHne WNu pacnpocTpaHeHue), LEeNnoCTHOCTU (HENpPaBOMEPHbIE YHUUTOXEHUE WMn
MoaucmLumpoBaHme) Unm OCTYNHOCTM (HeNpaBoMepHoe BriokupoBaHue) MHpopMauum.

Y3 = [(koHbmaeHUManbHOCTb, cTeneHb yulepba) (LenocTHOCTb, CTeneHb yuepba) (4OCTYNHOCTb, CTENEHb
ywepba)],

roe creneHb BO3MOXHOro yulepba onpepensetrca obnagatenem uHdopmaumu (3akasdmkom) v (uUnu)
onepaTopoM CamMOCTOATENbHO IKCMEPTHBIM UIN MHBIMU METOAAMMU N MOXET ObITb:

BbICOKOW, €Cnn B pesyfbTaTe HapyleHMsi OOHOro W3 CBOWCTB ©esonacHocTuM  MHdopmauun
(koHUOEHUMansLHOCTN, LEeNnoCTHOCTU, OOCTYMHOCTU) BO3MOXHbI CYLLECTBEHHble HeraTuBHble MOCNEeACTBUS B
coumanbHONn, NONNTUYECKON, MEXAYHAPOAHOW, SKOHOMUYECKON, (PUHAHCOBOMW UMM UHbIX 06NacTaX AesaTenbHOCTH
n (unn) mHdopmaumoHHas cuctema M (unm) onepatop (obnagatenb MHOPMaUUWM) He MOryT BbINOMHATb
BO3ITOXEHHbIE HA HUX DYHKLMK;

cpedHen, ecnu B pesynbTaTe HapylweHus OJHOro u3 CBOWCTB 6esonacHOCTU  MHopmauuu
(koHUOEHUMansLHOCTN, LEeNOCTHOCTM, AOCTYMHOCTWU) BO3MOXHbl YMEpPEHHble HeraTuBHble MNOCNEeACTBUS B
coumarnbHOW, NONUTUYECKOW, MEeXOYHAapPOAHOW, 9KOHOMUYECKON, (DUHAHCOBOW MINW MHbIX 06nacTsx 4eaTenbHOCTU
n (Mnn) nHdopmaLmMoHHasa cuctema u (unu) onepartop (obnagaTtens MHoOpMauumM) He MOTYT BbIMOMHATL XOTA Obl
OfHY 13 BO3MOXEHHbIX Ha HUX OYHKLWI;

HU3KOW, ecnn B pe3ynbTate HapylweHua OAHOro u3 CcBOWCTB 6e3onacHOCTM  MHAdopmauum
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(pen. ot 28.05.2019) JokyMeHT npepocTasneH KoHcynbTaHTnoc
"O6 yTBepxaeHUn TpeboBaHWiA O 3alMTe MHPOPMALIMK, He [llata coxpaHerus: 19.01.2024
COCTaBfSIo. ..

(koHbUaeHUManLHOCTU, LENOCTHOCTU, AOCTYNHOCTU) BO3MOXHbI HE3HAUYUTENbHbIE HeraTuBHbIE MOCNeacTBUS B
coumarnbHOW, NOAUTUYECKOW, MEXOYHAapOAHOW, 3KOHOMUYECKON, (DUHAHCOBOW MW MHbIX 0B6nacTax AeATenbHOCTU
n (Mnn) wuHpopmaumoHHas cuctema u (unu) onepatop (obrnagatenb WHGOpPMaUMM) MOrYT BbIMOSHATD
BO3MOXEHHblIE Ha HUX (OYHKUMM C HedoCTaTOvHOW 3PIEKTUBHOCTBIO UMW BbIMOSTHEHNE (YHKUUA BO3MOXHO
TONbKO C NpUBMeYeHnemM OOMNOMHUTENbHbIX CUM U CPeacTB.

MHdopmMaumsa nmeeT BbICOKUA ypoBeHb 3HaummocTn (Y3 1), ecnm xoTa Obl Ans OOHOrO M3 CBOWCTB
Be3onacHoCTM nHdopMaummn (KOHPUAEHLMANbHOCTH, LIeNOCTHOCTM, AOCTYNHOCTN) onpeaerneHa Bbicokasi CTeneHb
yuwiepba. NHpopmauns nmeet cpefHuin yposeHb 3Haummoctu (Y3 2), ecnm xoTa Obl ANs OQHOrO M3 CBOMWCTB
BesonacHoCcTu MHdopMaLun (KOHMUAEHUMaNLHOCTH, LeNOCTHOCTH, AOCTYMHOCTN) onpeaeneHa cpeaHsas cTeneHb
ywiepba 1 HeT HM OOHOro CBOWCTBA, Asl KOTOPOro onpeferneHa Bbicokas cTeneHb yuwepba. MHdopmauma nmeet
HU3KUA  ypoBeHb 3HauumocTn (Y3 3), ecnu gna Bcex CBOWCTB 6esonacHocTM  MHGOopMaLmm
(koHMAEHUMaNbHOCTH, LIeNOCTHOCTM, AOCTYNHOCTW) OnpeAeneHbl HU3kne cteneHn yulepba.

AG3au nckntoyeH. - [Mpukasz PCTIK Poccum ot 15.02.2017 N 27.

Mpu obpaboTke B MHOpMaUUOHHOM cucTeMe OByX M Gonee BuOoB WHdopmaumn (crnyxebHas TanHa,
HanoroBasi TarHa M WHble YCTAHOBNEHHblE 3akoHodaTtenbcTBoM Poccuiickon degepaumm Buabl MHGopmaumnm
OrpPaHMYEeHHOro A0CTyMNa) ypoBEHb 3HAYMMOCTM UHpopmaumm (Y3) onpenenartca OTAeNbHO ANS KaXOoro Buaa
nHdopmaumm. NTorosbln ypoBeHb 3HAYMMOCTU MHGOpMaLmKn, obpabaTtbiBaemMont B MHPOPMALIMOHHON CUCTEME,
yCTaHaBMNMBaeTCsi MO HaMBbICLUMM 3HAYEHMSIM CTEMEHW BO3MOXHOro yuwepba, onpegeneHHsIM Ans
KOHDMAEHUNANBHOCTH, LIENTOCTHOCTM, JOCTYNHOCTU MHGOPMAaLIMK KaXXgoro Buaa nHdopmavmu.

3. NiHdopmaumoHHas cuctema nveet degepanbHbiin MacwuTad, ecnm oHa PyHKLUMOHMPYET Ha TeppuTopum
Poccuiickon ®depepauumn (B npegenax cepepanbHOro okpyra) U MmeeT CermMeHTbl B cybObekTax Poccuinckon
®epepaumu, MyHMUMNanbHbIX 06pa3oBaHNAX 1 (MK) OpraHU3aLmsX.

MHdopMaLMoHHasa cnuctema MMeeT pervoHanbHbii MacwTab, ecrnim oHa (OYHKUMOHUPYET Ha TeppuTopum
cybbekta Poccuickon ®egepaunm n MeeT CerMeHTbl B OA4HOM UITU HECKOMbKMX MyHULMNAanNbHbIX 06pasoBaHUsx
n (UNKn) NoABEOOMCTBEHHbIX U UHbIX OpraHM3aumsX.

MHdopmMaumoHHasa cuctema numeeT 06bEKTOBLIV MacluTab, ecnu oHa yHKLUMOHUPYET Ha 06bekTax 0OgHOro
dregepanbHOro opraHa rocygapCTBEHHOW BracTW, OpraHa rocydapCTBEHHOW BracTu cybObekta Poccumnckon
depepaumm, MyHUuMnaneHoro obpasoBaHusa u (MnNn) opraHn3aumm U He UMeeT CErMEHTOB B TeppUTOpMArbHbIX
opraHax, npeacrtaBuTenbCTBax, punmnanax, NnoaBeAOMCTBEHHbIX U UHbIX OpraHM3auusx.

4. Knacc 3awmueHHoCTH I/IH(bOpM&LI,VIOHHOI?I CUCTEeMbI onpeaendaeTcda B COOTBETCTBUU C Tabnuuen:

YpoBEHb 3HAYNMOCTH MacwTtab nHpopMaLMOHHON CUCTEMBI
MHGopMaLun
depepanbHbii PernoHanbHbIN Ob6bekToBbIN
Y31 K1 K1 K1
Y32 K1 K2 K2
¥33 K2 K3 K3

(Tabnuua B pea. MNpukaza PCTIK Poccum o1 15.02.2017 N 27)

Mpunoxexne N 2

K TpeboBaHuAM 0 3awmTe nHdopmaLmm,

He COCTaBnALEN rOCYy4apCTBEHHYIO TalHy,
cogepxallencsa B rocygapcTBeHHbIX
NMHOPMALMOHHBIX CUCTEMaX

www.consultant.ru CrpaHvua 22 us 32
HafeXHasa npaBoBas noaaepXxka


https://login.consultant.ru/link/?req=doc&amp;base=LAW&amp;n=213978&amp;date=19.01.2024&amp;dst=100058&amp;field=134
https://login.consultant.ru/link/?req=doc&amp;base=LAW&amp;n=93980&amp;date=19.01.2024
https://login.consultant.ru/link/?req=doc&amp;base=LAW&amp;n=213978&amp;date=19.01.2024&amp;dst=100059&amp;field=134
https://www.consultant.ru
https://www.consultant.ru
https://www.consultant.ru
https://www.consultant.ru

Mpukas ®CTIK Poccun ot 11.02.2013 N 17

(pen. ot 28.05.2019)

"O6 yTBepxaeHUn TpeboBaHWiA O 3alMTe MHPOPMALIMK, He

[okyMeHT npepoctasneH KoHcynbraHTlntoc

[aTta coxpaHeHus: 19.01.2024

COCTaBnAlo. ..
COCTAB
MEP 3ALLNTbI UH®OPMALIMA U UX BA3OBbLIE HABOPbI
ANnA COOTBETCTBYHOLLEIO KIACCA 3AUWMLWEHHOCTHU
MHPOPMALMOHHOU CUCTEMbDI
Cnncok M3MEHSILLNX JOKYMEHTOB
(B pea. Mpukaza PCTIK Poccunm ot 15.02.2017 N 27)
YcnoBHoe Mepsbl 3awmTbl MHOpMaLMn B MHOOPMALMOHHBLIX CUCTEMAaX Knaccol
0603Ha4eHne 3alUMLLEHHOCTH
n Homep WHOpMaLIMOHHON
Mepbl cucTemsbl
3 2 1
I. MUpneHTndmkaumus n ayteHTudukaums cyobektoB goctyna n obbektoB goctyna (MAD)
NAD.1 MoeHTudukauma w©n  ayTeHTUUKaUMA  nonb3oBaTenen, + + +
aBnsalLWmMxcs paboTHMKamu onepartopa
NAD.2 NpoeHTudukaums mn ayteHTUuKauma YCTPOWUCTB, B TOM + +
yncne cTauMoHapHbIX, MOOUITbHBLIX U MOPTATUBHbIX
NA®.3 YnpasneHve ngeHtugukatopamu, B TOM Yucne cosgaHue, | + + +
NPUCBOEHME, YHUUTOXEHWE MOEHTUPUNKATOPOB
NAD .4 YnpasneHne cpeactBamu ayTeHTUMKaumm, B TOM udnucne| + + +
XpaHeHve, Bbldaya, uHuumanusaums, 6nokMpoBaHne CpeacTs
ayTeHTMdMKaUMM 1 NpuHATUE Mep B criyyae ytpaTbl U (Mnwm)
KOMMpoMeTauum CpeacTs ayTeHTMdUKaumm
NAD.5 3awmTta obpaTHOM CBA3M NMpu BBOAE ayTEHTU(UKALUMOHHON | + + +
WHopmauun
NAD.6 NpoeHTudukaumsa v ayteHTudMKaums nonb3oBaTenen, He| + + +
ABNSALNXCSA paboTHUKaMm onepaTopa (BHELUHMX
nonb3oBartersen)
NAD.7 NoeHTndukaumsa n ayteHTudumkaumss o0beKTOB dhainnosomn
CUCTEMbI, 3anyckaemblX U WCMONHAEMbIX MOAYMen, O0ObeKTOB
cucTeM ynpaBneHusa 6asamm gaHHbIX, OO BbEKTOB, CO30aBaEMbIX
npvKkNagHelM M crneumanbHbIM NporpammHbiM obecrnedeHnem,
MHbIX 06BEKTOB AOCTYyNa
Il. YnpaBneHue goctynomM cybbekToB goctyna k oobektam goctyna (YI4)
yrna.1 YnpaeneHve (3aBegeHuwe, aktvsBauus, OnokupoBaHue wn| + + +
YHUUTOXEHNE) YYETHBIMU 3anucaAMWU Monb3oBaTenen, B TOM
yncre BHELLHUX Nonb3oBaTenemn
yrna.2 Peanusauns Heobxoanmbix MeTOOO0B (OUCKPELMOHHBIN, + + +
MaHOaTHbIA, PONEeBON WM WMHOW MeTon), TUMOB (YTEHME,
3anucb, BbINOMHEHWE UMM UHOW TWN) U NPaBun pasrpaHuyeHns
aocryna
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[aTta coxpaHeHus: 19.01.2024

yrng.3

YnpasneHve (punbTpauus, mapLipyTusauus, KOHTPOIb
CoeVHEHUI, OJHOHanpaBneHHasa nepegada U MHble CMOCcoObI
ynpaBneHus) WHMOPMaLMOHHBIMU noToKkamu mMexay
YyCTpPOWCTBaMM, CermMeHTamv WHPOPMAaLMOHHOW CUCTEMBbI, a
TaKkke Mexay MHOPMaLMOHHBIMW CUCTEMamu

yrng.4

PaspeneHne  nonHomouun  (ponewn)  nonb3oBaTenemn,
agMUHUCTPaTOPOB " nmu, obecne4ynBaroLLmX
dYHKUNOHNPOBaHUE NHPOPMAaLIMOHHON CUCTEMBI

yrng.s5

HasHauyeHne MUHUMANbHO  HEOOXOAMMBbIX  MpaB U
npuBunerMi nonb3oBaTensaMm, agmMuMHUCTpaTopaM M nvuam,
obecneuynBalOWMM  (PYHKUMOHMPOBAHNE  MH(OPMALIMOHHOM
cucTembl

yrpg.e

OrpaHu4yeHmne HeycneLuHbIX NomnbITOK BXoda B
WH(OPMALIMOHHYIO CcucTeMy (gocTyna K WH(OpMaLMOHHON
cucrteme)

yna.7

MpepoynpexaeHve nonb3oBatenss npu ero BXO4e B
WHOPMALIMOHHYIO CUCTEMY O TOM, YTO B WMHCpOPMaLMOHHON
cucTeMEe peanun3oBaHbl Mepbl 3alMTbl MHOPMaLMK, U O
HeOoOX0AMMOCTU COOMOAEHNS] UM YCTAHOBIIEHHBLIX ONepPaTopoMm
npaeun 06paboTkn nHdopmaLumm

yrg.8

OnoBelleHne nonb3oBaTens nocne ycnewHoro Bxoga B
MH(bOpMaLLI/IOHHyIO cucrtemy O ero npepgbigyuiem Bxoae B
VIH(bOpMaLJ,I/IOHHy}O cucrtemy

yrng.9

OrpaHunyeHune yncna napannenbHbIX CeaHcoB AoCTyna Ans
KaXOon y4eTHOW 3anucu nonb3oBaTtens WMH(OopMaLnoHHON
cUCTEMBI

yrpa.10

brnokupoBaHue ceaHca pJgoctyna B MHGOPMaUWOHHYIO
CUCTEMY TMOCMne YCTaHOBMEHHOro BpemeHu 6e3gencreus
(HeakTMBHOCTW) Nonb3oBaTens UK No ero 3anpocy

yrg.11

PaspelueHue (sanpet)  pewctBun nonb3oBaTtenen,
paspeLleHHbIX 40 naeHTudnkaumm n ayteHTndnkaumm

yrna.12

Mopnepxka n coxpaHeHve atpubytoB 6e30nacHOCTM (METOK
6e3onacHoCTM), CBS3aHHLIX C MHOpMauueln B npolecce ee
XpaHeHus n 0b6paboTku

yrna.13

Peanuzauus 3alUMLLEHHOrO  yaaneHHoro  JocTyna
cybbekToB goctyna k obbektam [oCTyna 4epe3 BHELUHWE
MHOPMaLIMOHHO-TENEKOMMYHMWKaLMOHHbIE CETU

yNa.14

PernameHTau,Mﬂ n KOHTPOI1b MCMOoJ1b30BaHUA B
WH(OPMALMOHHOM  CcMCTEME  TexXHOororni  6ecnpoBOAHOro
pocTyna

yrna.15

PernameHTauuss 1M KOHTPONb  MCMONb30BaHWA B
MH(OPMALIMOHHOW CUCTEME MOBUIbHBIX TEXHUYECKUX CPeaCcTB
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yrpa.16

YnpaeneHve B3auMOAEeNCTBMEM C  MH(OPMALNOHHBIMU
cuctemamu CTOPOHHUX opraHusaummn (BHELWwHKe
WHOPMaLIMOHHbIE CUCTEMBI)

ynp.a7

Ob6ecneyeHne [OBEPEHHON 3arpyskm cpeacTs
BblYMCINTENTbHON TEXHUKU

[ll. OrpaHn4yeHue nporpammHon cpegbl (OINC)

orc.1

YnpaeneHve 3anyckoMm (obpalleHusmMn)  KOMMOHEHTOB
nporpammHoro obecrneyeHus, B TOM 4ucne onpegeneHue
3anyckaemMblXx KOMMOHEHTOB, HAcTpoMka MapaMeTpoB 3anycka
KOMMOHEHTOB,  KOHTPONb 3@  3anyCcKkOM  KOMMOHEHTOB
nporpaMmMHoro obecrneyeHust

oric.2

YnpaBneHve ycTaHOBKOW (MHCTannsumen) KOMMOHEHTOB
nporpammHoro obecrneyeHus, B TOM 4ucCne onpegeneHue
KOMMOHEHTOB, noanexatumx yCTaHOBKe, HacTponka
napamMeTpoB  YCTAHOBKM  KOMMOHEHTOB,  KOHTPOMb  3a
YCTaHOBKOW KOMMOHEHTOB NPOrpaMMHOro obecnevyeHunst

oric.3

YcTaHoBKa (VIHCTaJ'IJ'IFlLI,VIﬂ) TONMbKO  pa3peleHHoro K
MCNoJ1b30BaHUKO MNporpamMmmHoOro obecrneyeHnss u (VIJ'IM) ero
KOMMOHEHTOB

oric.4

YnpaBneHue BpeMeHHbIMK (barinamn, B TOM Ynucre 3anper,
paspeLleHue, nepeHanpasneHue 3anucu, yaaneHue
BpeMEHHbIX (hainnos

IV. 3awuta MawmnHHbIX HocuTenen nHdpopmaunn (3HN)

3HNA

YyeT MalUMHHbIX HOCKMTENEeN NHopmMaumm

3HN.2

YnpaBneHne  OOCTYNMOM K  MalWHHBIM  HOCUTENSM
WHopmaLmm

3HWN.3

KoHTponb nepemMeLleHns MaLUMHHbIX HocuTenen
WHopmMaumn 3a npegeribl KOHTPONMPYEMOWN 30HbI

3HN.4

WcknroueHne BO3MOXHOCTU HeCaHKLMOHNPOBAHHOIO
03HAKOMJIEHUSI C coepXaHMeM MHpopMaLmMK, XpaHALERcs Ha
MaLUMHHbIX HOCUTENsX, M (UNnM) UCMOSIb30BaHUS HocuTenen
MHOPMAaLIMMN B UHBIX MHADOPMALIMOHHBIX CUCTEMaXx

3HN.5

KoHTponb ucnonb3oBaHus UHTepdencoB BBoAa (BbiBOAA)
MHOPMaLMM Ha MaLUUHHbIE HOCUTENW MHpopMauun

3HN.6

KoHTponb BBOAa (BbiBOAA) WMHMOPMALMM HA MaLLWHHbIE
HocUTENn nHopMaLmm

3HN.7

KoHTponb NMOAKNHYEHUS MaLLUMHHbIX HocuTenen
WHopmauun

3HN.8

YHUJTOXEHME (CTUpaHue) uHdopMauum Ha MalUMHHBIX
HOoCUTENAX NpW WX nepefjade Mexay nonb3oBaTensiMi, B
CTOPOHHWE OpraHu3auum Ans peMoHTa wunu yTunu3aumu, a
TaKkke KOHTPOIb YHUYTOXEHMWS (CTUPaHMS)
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[aTta coxpaHeHus: 19.01.2024

COCTaBnAlo. ..
V. Pernctpaumsa cobbituii 6esonacHoctn (PCB)

PCB.1 OnpepeneHne coObiTun  Ge3onacHOCTM,  noafiexalinx + +
pervcTpaunn, 1 CPOKOB UX XpaHEeHWs

PCB.2 OnpepgeneHne coctaBa W coaepXaHus WMHgopmaumm o + +
coObITMAX Be3onacHOCTU, NoANexXallnx perncTpaumm

PCB.3 C6op, 3anucb M XpaHeHue WHGOpPMaUMU O COBbITUAX + +
BesonacHOCTW B Te4eHWEe YCTaHOBIEHHOMO BPEMEHW XpaHeHUs

PCBE.4 PearnpoBaHne Ha cbou npu perucrtpaumm CcoObITUiA + +
fesonacHocTn, B TOM 4ucre annapaTHble U MNpOorpaMmHbIe
owmnbkn, cbom B MexaHuamax cbopa WuHopmauun K
OOCTUXEHWe npegena unu nepenoniHeHns obbema (eMKOCTK)
namsiTu

PCB.5 MoHUTOpPUHT (npocmoTp, aHanma) pe3ynbTaToB + +
pervctpauum cobbiTuin 6e30NacHOCTM U pearmpoBaHme Ha HUX

PCB.6 "eHepupoBaHMe BpEMEHHbLIX METOK U (MNKN) CUHXPOHM3aLUUS + +
CUCTEMHOIO BPEMEHUN B MH(POPMALIMOHHOW cucTemMe

PCB.7 3awmra uHdopmaumm o cobbiTuax 6eszonacHoCTU + +

PCBE.8 Ob6ecneyeHne BO3MOXHOCTM MpOCMOTPa W aHanusa
WHGOPMaUMKM O [OEeUCTBUSX OTAENbHbIX nofib3oBaTenien B
WHOPMaLMOHHON CUCTEME

VI. AHTMBUpYCcHas 3awmTa (AB3)

AB3.1 Peanusauunsa aHTMBMPYCHON 3aLLUThI + +

AB3.2 O6HoBneHne ©0asbl AaHHbIX MPU3HAKOB BPEdOHOCHbLIX + +
KOMMbIOTEPHBIX Nporpamm (BUpycoB)

VII. O6HapyxeHune BTopxeHun (COB)
COB.1 OGHapyxeHne BTOPXEHWN + +
COB.2 O6HoBneHne 6a3bl peluaroLLmx Npasun + +
VIII. KoHTponb (aHanu3) sawmweHHocTy nHpopmauum (AH3)

AHS.1 BbiaBneHne, aHanm3 ys3BUMOCTEN  MHGOPMAaLMOHHOWN + +
CMUCTEMbl U OMNEpPaTUBHOE YCTPaHEHWE BHOBb BbISIBIIEHHbIX
yA3BUMOCTEN

AH3.2 KoHTponb YCTaHOBKU oBHoBREHUN nporpaMmHoro + +
obecneyeHus, BKItOYas obHoBMEHNe NpPOrpaMmHoro
obecneyeHns cpeacTB 3aLUMTbl MHGOPMaLMK

AH3.3 KoHTponb paboTocnocobHOCTU, MapaMeTpoB HAaCTPOWKU U + +
NpPaBUIIbHOCTM PYHKUMOHNPOBAHMS NpPOrpaMmHoro
obecneyeHus N CpeacTB 3amTbl MHOPMaL MK
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AH3.4

KoHTponb cocTaBa TeXHWYECKUX CPeAcTB, MPOrpaMMHOro
obecrneyveHuss U CPeacTB 3aLUMTbl MHGOpMaLK

AH3.5

KoHTponb npaBun  reHepauuMmM W CMeEHbl  naponen
nonb3oBaTenen, 3aBeAeHVUs W YyAaneHUsl YYETHbIX 3anucemn
nonb3oBaTenen, peanu3auum  nNpaBun  pasrpaHUYeHus
[OCTYyrnoM, MOMHOMOYMI nonb3oBaTtenen B MHGPOPMAaLMOHHOWN
cucteme

IX. O6ecne4veHne LenocTHOCTM MHAOPMALMOHHOM cuctemsl 1 nHgopmavmm (OLUT)

oLn.1

KoHTponb  LEenocTHOCTM nporpammHoro  obecneyeHus,
BKIIOYas nporpaMMHoe obecrneyeHve CpeacTB  3aluThbl
MHdopMaLmn

+

ou.2

KoHTpomnb LenocTHoCTM WHopMauuu, coaepXalleics B
6asax gaHHbIX MHPOPMALIMOHHOMN CUCTEMBI

oun.3

ObecneyeHne BO3MO>HOCTHU BOCCTaHOBIEHMUsA
I'IpOFpaMMHOFO o6ecr|equ|/|ﬂ, BKIn4ada nporpaMMHoe
obecneyeHne cpeacTs 3allnTbI WMHopmaLun, npu
BO3HWMKHOBEHMM HELUTATHbIX CUTyaLuit

oun.4

OG6HapyxeHne wu pearMpoBaHMe Ha MNOCTyMneHve B
WH(OPMALIMOHHYIO CUCTEMY HesarnpaluvBaeMblX 3MEKTPOHHbIX
COoOOLWEeHN (nMucem, LOKYMEHTOB) M MHOW WHGOpMaUMK, He
OoTHOCAWMXCA K QYHKLMOHMPOBAHUIO  MHGOPMALIMOHHON
cucTeMbl (3awmTa oT cnama)

oun.s

KoHTponb copepxaHus wuHdopmaumu, nepegaBaeMon u3s
WHOPMALIMOHHON CUCTEMbI (KOHTEMHEPHbIA, OCHOBaHHbLIA Ha
cBoncTBax obbekTa JOCTyna, U KOHTEHTHbINA, OCHOBaHHbLIA Ha
noucke  3anpelleHHon K nepefade  uMHdopmauum €
MCMOMb30BaHNEM CUTHaATyp, MacOK M WHbIX METOAOB), MU
UCKMIOYEHNEe HenpaBoOMepHOW nepedavv WHdopMauun un3
WHPOPMALMOHHOW CUCTEMBI

oL1.6

OrpaHuyeHne NpaB nosib3oBaTernel No BBoAy MHGOPMaLum
B UH(OPMALIMOHHYIO CUCTEMY

ow.7

KOHTpOJ‘Ib TOYHOCTW, MOJIHOTbI U NPaBUIIbHOCTU [OaHHbIX,
BBOAMMbIX B I/IH(bOpMaLI,VIOHHle cucrtemy

oun.s

KoHTponb OWMBOYHbIX OEeNCTBUI Nonb3oBaTenen no BBOAY
n (vnn) nepegade wuHdoOpMauMM U npegynpexgeHue
nonb3oBaTternen 06 oWNBOYHbIX OENCTBUAX

X. ObecneveHune goctynHocty nHdopmauum (OOT)

oaTA

Mcnonb3oBaHue OTKa30yCTOl71‘-II/1BbIX TEXHNYECKUX cpencrtB

OAT.2

PesepBupoBaHne TexHWYeCKux CpeacTs, MPOrpaMMHOro
obecneyeHus, KaHamnoB nepedayn uHdOpMaLuKn, CpPeacTs
obecneyeHns (PyHKLUMOHNMPOBaHNS MHOPMALMOHHON CUCTEMBI

www.consultant.ru

HafeXHasa npaBoBas noaaepXxka

CrpaHvua 27 us 32


https://www.consultant.ru
https://www.consultant.ru
https://www.consultant.ru
https://www.consultant.ru

Mpukas ®CTIK Poccun ot 11.02.2013 N 17

(pen. ot 28.05.2019)

"O6 yTBepxaeHUn TpeboBaHWiA O 3alMTe MHPOPMALIMK, He

COCTaBf4lo...

[okyMeHT npepoctasneH KoHcynbraHTlntoc

[aTta coxpaHeHus: 19.01.2024

oAT.3

KoHTponb 6e30TkasHOro yHKLMOHMPOBAHUSA TEXHUYECKMX
cpencTs, obHapyxxeHune n nokanusaums 0TKa30B
YHKUMOHMPOBaAHWS, MPUHATME Mep MO BOCCTAHOBIIEHMIO
OTKa3aBLUMX CPEACTB U UX TECTUpOBaHMe

oaT.4

Meproamnyeckoe pe3epBHOE KOMMPOBaHWE MHOPMauUn Ha
pe3epBHble MaLUUHHbIE HOCUTENW MHOPMaLIM

oAT.5

Ob6ecneyeHne BO3MOXHOCTN BOCCTAHOBIEHUST MHGOPMaLMK
C  pesepBHbIX  MalUWHHBLIX  HOCUTernewn NMHpopmaumm
(pesepBHbIX KOMUIN) B TEYEHWEe YCTaHOBMEHHOr0 BPEMEHHOro
WHTepBana

OAT.6

Knactepusauus WHGOpPMaUMOHHOM cuctemMbl U (Mnn) ee
CErMeHTOB

oaT.7

KoHTponb cocTosiHMS UM KayecTBa NpenoCcTaBfeHUs
YMONMHOMOYEHHBIM ~ JIMUOM  BbIYUCIUTENbHbLIX  PECYpCcOoB
(MoLLHOCTE), B TOM YKncre no nepegaye nHdopmaumm

XI. 3awwmTa cpeabl Buptyanusauum (3CB)

3CB.1

NaeHTndukaums n ayteHTudmkaums cybbekTtoB AOCTyna m
0O6bEeKTOB AoCTyna B BUPTyanbHOM MHpPacTpyKkType, B TOM
yncne aAMUHUCTPaTopOB ynpaBneHus cpencteamu
BMpTYyanu3aumm

3CB.2

YnpaBneHne [JOCTYNoM CyOBbEeKTOB AocTyna K oObekTtam
[ocTyna B BUPTyanbHOW MHAPACTPYKTYpe, B TOM YnUCNe BHYTPU
BMPTYyanbHbIX MallnH

3CB.3

Pernctpaunss cobbiTuin  6e3onacHoCTM B BUPTYarbHOM
MHPaCTPYKType

3CB.4

YnpaBsneHve (unbTpauusi, MapLUpyTU3aLMs,, KOHTPOSb
COeVHeHMs, OfHOHanpaBrneHHas nepefada) MNOTOKaMM
nHdopmaumm mMexagy KOMMOHEHTaMMU BMpTyanbHON
WHPACTPYKTYpbl, a Takke MO nNepumeTpy BUpPTyarbHOM

WHPaCTPYKTYpbl

3CB.5

[oBepeHHas 3arpyska cepBepoB BMpTyanuaaumm,
BMPTYyanbHOM MalUuHbl (KOHTENHEepa), CEepBEPOB YyMNpaBreHus
BUpTyanusauuen

3CB.6

YnpaBneHve  nepemelleHneM  BUPTyanbHbIX  MalluH
(koHTENHepOoB) 1 obpabaTbiBaeMbIX HAa HUX OAHHbLIX

3CB.7

KoHTpomnb LEenocTHOCTN BUPTYanbHOW MHAPACTPYKTYpbl Y
ee KoHurypauui

3CB.8

PesepBHOe  KonupoBaHWe  [aHHbIX, pe3epBupoBaHue
TEXHUYECKNX CpeacTs, nporpaMMHoro obecneyeHus
BUPTYanbHOM WHMPACTPYKTYpbl, a TakkKe KaHaroB CBS3U
BHYTPU BUPTyanbHOW MHAPaCTPYKTYypbl
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3CB.9 Peanusauua w»n ynpaeneHue aHTMBUPYCHOM 3awuton B| + + +

BUPTYanbHON UHPACTPYKType

3CB.10 Pa3bueHne BupTyanbHOW MHAPACTPYKTypbl Ha CErmMeHThbl| + + +
(cermeHTUpoBaHME  BUPTyanbHOM  WUHAPACTPYKTYpbl)  Ans
06paboTkn MHopMaumMn oTaeNbHBIM Nonb3oBaTenem u (1nu)
rpynnown nonb3oBarenemn

XIl. 3awwmTta TexHmnyecknx cpencts (3TC)

3TCA1 3awmTta uWHdopmauun, obpabaTbiBaeMon TEXHUYECKUMMU
CcpefcTBaMu, OT €€ YTEUKM N0 TEXHUYECKUM KaHanam

3TC.2 OpraHusaunsi KOHTPONMPYEMON 30HbI, B Mpegenax kotopon | + + +
MOCTOSIHHO  pa3MeLLalTCs  CTauMoHapHble  TexXHUYeckue
cpepcTtsa, obpabatbiBaowe uHdOpMaumio, U cpeacTea
3awmTbl MHpopmauun, a Takke cpeacTBa obecneveHus
PYHKUMOHMPOBaHWSA

3TC.3 KoHTponbs 1 ynpaBneHve usmMyeckum [OCTynom K| + + +
TeXHUYEeCKUM cpeacTBaM, CpeAcTBaMm 3awuTbl MHGoOpmauuw,
cpeactBam obecneyeHns YHKUMOHMPOBaHMS, a Takke B
MOMELLEHNS N COOPYXEHWs,, B KOTOPbIX OHW YCTAHOBMIEHbI,
NCKMoYaloLLmMe HeCaHKUMOHNPOBAHHbIA husndecknin 4ocTyn K
cpeactBam  06paboTku mHGopMaumM, cpencTteamMm  3alUThl
nHcopmaumm n cpeactsam obecneyeHms PYHKLUMOHUPOBAHMUS
WH(OPMALMOHHOW CUCTEMBI U NOMELLEHUSS N COOPYXEHUS, B
KOTOPbIX OHW YCTaHOBMEHbI

3TC.4 PasmeLlueHne YCTPOMCTB BbIBOAA (oToGpaxeHus) | + + +
MHdoOpMaLnM, UCKMovatowee ee  HeCaHKLUMOHMPOBAHHbIN
NPOCMOTP

3TC.5 3awmrta OT  BHEWHMX BO3OEWCTBMI  (BO3AEWCTBUM +

OoKpy>KaloLlen cpefbl, HeCcTabuUNbHOCTU 3neKTPOCHabXeHus,
KOHAMUMNOHMPOBAHNS U MHBbIX BHELLHUX )akTopoB)

XIll. 3awmTa NHPOPMAaLIMOHHON CUCTEMBI, €€ CPEACTB, CUCTEM CBA3W M nepefayn gaHHbix (3UC)

31nC.1 PaspeneHne B WMHOPMAUMOHHON cucTeMe (YHKUMI no + +
ynpasneHuio (aaMUHUCTPUPOBAHUIO) WHOPMaLIMOHHON
CUCTEMOW, YynpaBneHuio (aaAMWHUCTPUPOBAHUIO) CUCTEMOWN
3alWmThl MHPOPMaLMK, PYHKUMI No obpaboTke nHdopmaLmmn 1
WHbIX OYHKLMA NHPOPMALIMOHHON CUCTEMBI

3nc.2 MpepoTBpalleHne 3a4epXKU Uy NpepbiBaHMs BbIMNOMHEHUS
NPOLIECCOB C BbICOKMM NPUOPUTETOM CO CTOPOHbI NMPOLECCOB C
HWU3KUM MPUOPUTETOM

3nC.3 Obecnevyenvne 3awutbl UMHOPMaLUMM OT  packpblTus,| + + +
MoauduKkaumn 1 HaBa3bIBaHUSA (BBOAA NOXHOW MHOpMaLmm)
npv ee nepegadve (NOAroTOBKe K Nepedade) no kaHanam cesiau,
MMEILLMM BbIXOA 3a npegenbl KOHTPONMMPYEMOW 30HbI, B TOM
yncrie 6ecrnpoBoOAHbIM KaHanam CBsi3u

3nc4 O0ecnevyeHne [OBepeHHbIX KaHana, Maplpyta mexagy
agMUHUCTPATOPOM, MOMnb3oBaTenemM M CpPeacTBaMun 3aluThbl
nHpopmMaumm (pyHKUMAMU Ge30NacHOCTM CPEeACTB  3aluThbl
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WUHopmauun)

31C.5

3anper HeCaHKUMOHMPOBAHHOW YAANeHHOW akTuBaLuu
BUAeOoKaMep, MUKPOMOHOB M UHbIX NepUPEPUnHbIX yCTPONCTB,
KOTOpble MOryT aKTUBMPOBAaTbLCH YAANeHHO, U OnoBelleHue
nonb3oBaTenen 06 akTMBaLUumM Takux yCTPONCTB

31C.6

MNMepepaya M KOHTPONb  LENOCTHOCTM  aTpubyToB
BesonacHocTn  (MeTok  6e30macHOCTM),  CBSI3A@HHLIX  C
uHdopmaunen, npu obmeHe wHDOPMaUMEN C  UHLIMU
WMHOPMALMOHHBIMU CUCTEMaMU

31C.7

KoHTponb CaHKLUVOHUPOBaHHOIO " UCKMoYeHne
HecaHKLIMOHNPOBAHHOTO NCMNOonb30BaHNS TEXHOMOrmM
MOGUMNBHOTO Koda, B TOM 4MCNe peructpauusi cobbITwiA,
CBSA3aHHbIX C UCMOSb30BaHMEM TEXHOMOrMin MobunbHOro Koaa,
WX aHanu3 W pearypoBaHMe Ha HapyLleHWsl, CBsi3aHHble C
1cnornb3oBaHWeM TEXHOMOrMn MobunbHOro Koga

31C.8

KoHTpornb CaHKLMOHUPOBAHHOIO n UCKIIOYEHne
HecaHKLMOHUPOBAHHOTO NCnonb3oBaHus TEXHOIOrI
nepegayM peuyn, B TOM uYMUCre perucTpaumsi cobbITUA,
CBSI3aHHbIX C MUCMONb30BaHNEM TEXHOMONiA Nepedayn peyn, ux
aHanM3 u pearMpoBaHVWE Ha HapylleHWUsi, CBsi3aHHble C
1cnonb3oBaHMeM TEXHOMOriA nepeaayn peymn

31C.9

KoHTponb CaHKLMOHUPOBAHHON n UCKIMOYeHne
HeCaHKUMOHMPOBAHHON Mepejayn BuaeouHdopmauum, B TOM
yucre perucTpaums  CcobbiTUI, CBSA3aHHbIX C nepedaqven
BUAEOUHOPMALMMA, WX aHanM3 U1  pearMpoBaHWe Ha
HapyLLeHus, CBA3aHHbIe C Nepeaayen BnaeonHpopmasmm

31C.10

MoaTBepxaeHne NPOVUCXOXKAEHUA UCTOYHMKA UHAopMaLK,
rnosfly4aeMoln B MpoLiecce ONpefeneHnst ceTeBblX agpecos Mo
ceTeBbiIM MMEeHaM unn onpegeneHna cetTeBbiX WMEH 1o
ceTeBbIM agpecam

31C.11

ObecneyeHne  MOAJSIMHHOCTU  CETEBbIX  COEAUHEHWUMN
(ceaHcoB B3auMMOLENCTBUS), B TOM 4ucCne AOfis 3awuTtbl OT
noaMeHbl ceTeBbIX yCTpOI7ICTB n cepBncoB

31nC.12

WckntoyeHne BO3MOXKHOCTU OTpUL@HMS MONb3oBaTernieM
dhakTa oTnpaBky MHGOPMaLMK ApYroMy MoSib30BaTesnto

3nC.13

McknioyeHne BO3MOXHOCTHU oTpuuaHna nonb3oBaTtenem
(*)aKTa nony4yeHua I/IH(bOpMaLI,VII/I OT Opyroro nonb3oBatensd

31C.14

Mcnonb3oBaHne YCTPOWCTB TepMMHanbHOro AocTtyna Aansd
06paboTkn nHpopmauun

31C.15

3awmrta apxvmBHbIX annoB, MNapaMeTpPoOB HACTPOWKM
CpeacTB 3awWmnTbl MHOPMaLMN 1 NPOrpaMMHOro obecneyeHns
W VHbIX OaHHblX, He Mnoanexalwmx M3MEHeHWIo B npouecce
06paboTkn nHpopmauun

31C.16

BbisiBneHve, aHanu3 1 GnokupoeaHne B MHpOPMaLIMOHHON
CUCTEME CKpbITbIX KaHanoB rnepegayv MHGopmauum B 06Xof
pearnv3oBaHHbIX Mep 3aluTbl MHMOPMaUUM WU BHYTPU
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pa3peLlleHHbIX CeTeBbIX NMPOTOKOJ10B

3nC.17

Pa3bueHne WMHPOPMALNOHHOM CUCTEMbI Ha CErMEeHTbI
(cermeHTMpoBaHue WHPOPMaLIMOHHOW cUCTEMBI) "
obecneyeHve 3alWunThI nepumeTpoB CErMeHTOB
WHOPMALIMOHHON CUCTEMBI

31C.18

Ob6ecneyeHne 3arpyskm W MWCMOMHEHMSI MNPOrpPamMMHOro
obecneyeHMss C MaWWHHbIX HOcuTenenW  wMHdOpPMaumK,
OOCTYMNHbIX TOMbKO ANS YTEHWS, U KOHTPONb LIENOCTHOCTU
AaHHOro nporpaMmmMmHoro obecneyeHns

31C.19

Msonsuma  npoueccoB  (BbIMOMHEHWE  MporpamMm) B
BblaeneHHon obnactn namsaTu

31C.20

3awuta 6ecnpoBOAHbLIX COEAMHEHWIA, MNPUMEHSIEMbIX B
WHOPMAaLIMOHHON cucTeme

31C.21

WcknoueHne poctyna nonb3oBaTtens K WHdopmauum,
BO3HUKLLEWN B pesynbTtarte JencTeumn npeablaywiero
nonb3oBaTenst 4Yepe3 pPeecTpbl, OMNepPaTUBHYID MNaMsATb,
BHELLUHME 3anoMMHaloLWMe YCTPOWCTBA M WHble o6LWune ans
nosib3oBaTtesien pecypcbl MHPOPMaLMOHHOM CUCTEMBI

3NC.22

3awumTa WHOpPMaLIMOHHON cucTembl oT yrpo3s
fesonacHoCTM MHOpMauunM, HanpaeBfeHHbIX Ha OTkas B
o6cnyXMBaHMn MHHPOPMALIMOHHON CUCTEMBI

3nC.23

3awuta nepumeTtpa (hU3MYEckUX u (MNM) NOrMyeckmx
rpaHuLl) MHOPMaLMOHHON CUCTEMBbI NPU ee B3auMOAEeNCTBUU
c WNHbIMK WMHOPMaLMOHHLIMM cuctemamm "
WHOPMAaLMOHHO-TENEKOMMYHUKALMOHHBLIMU CETSAMM

3NC.24

I'Iperau.l,eHme CeTeBbIX COEAMHEHUA MO KX 3aBepLieHnmn
mnn no WwuctevYeHnnm 3agaHHOro onepatopomMm BpPeMeHHOro
MHTEpPBaJia HEaKTMBHOCTU CETEBOIro coegnHeHnsA

3nC.25

Wcnonb3oBaHne B WHPOPMALMOHHOW cCuUCTEME WM ee
CerMeHTax pasfnyHbIX TUNOB O6LLECMCTEMHOrO, NPUKNagHOro
M crneuwanbHOro mnporpaMMmHoro obecneveHus (cosgaHue
reTeporeHHoun cpeabl)

31C.26

Wcnonb3oBaHue npuknagHoro n cneuynanbHOro
nporpamMmMmHoro obecneyeHus, nMerLmnx BO3MOXHOCTb
d)yHKLI,I/IOHI/IpOBaHI/Iﬂ B cCpeaax pas3fiMdHbiX onepaunoHHbIX
cucremMm

3nC.27

CosgaHue (aMynaums) NOXHbIX MHAPOPMALMOHHBIX CUCTEM
WUNM UX KOMMOHEHTOB, MpeAHa3HaYeHHbIX AN obHapyXeHus,
peructpaumm M aHanusa OevcTBMI HapylumMTenen B npouecce
peanu3auum yrpo3 6e3onacHoCTU MHOPMaLUK

31C.28

BocnpoussegeHne noOXHbIX WM (MKM) CKPbITUE WUCTUHHBIX
OTAENbHbIX  WUH(MOPMAUMOHHLIX  TexHormormn  un  (1nu)
CTPYKTYPHO-DYHKLMOHANBHbIX XapaKTepucTuk
NHMOPMaLMOHHON cuCTEMBI h ee CermMeHTOB,
obecrneunBatollee HaBA3blBaHWE  HapyLIWTEMO  JIOXKHOro
npeacrtaeneHns 06 NCTUHHBLIX MHPOPMALIMOHHBIX TEXHONOMMAX
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M (MnM)  CTPYKTYPHO-PYHKLMOHAMbBHbIX  XapakTepuctukax
MHGOPMAaLMOHHOW CUCTEMBI

3nC.29

MepeBog MHPOPMALMOHHOW CUCTEMbBI MMM €e YCTPOWCTB
(kOMMNOHEHTOB) B 3apaHee onpefeneHHy KoHdUrypauuio,
obecneuuBatoLlyto  3awmTty  MHdopMauuuM, B Crnydae
BO3HWKHOBEHUN OTka3oB (cboeB) B cuCTeMe  3alUThbI
MHdOpMaLUKN MHOPMALIMOHHON CUCTEMBI

31C.30

3awwmra MOBUMbHbIX TEXHUYECKMX CPEeACTB, MPUMEHSEMbIX
B MH(OPMAaLIMOHHON cucteme

"+" - Mepa 3awuTbl MHopMauun BKNoYeHa B Ga3oBbli HAabop Mep Anst COOTBETCTBYIOLLErO Kracca
3alMLLEHHOCTUN MHOPMALMOHHOW CUCTEMBI.

Mepbl 3awmTbl MHOpMauun, He OBO3HaYeHHble 3Hakom "+", MpumeHsTca npu agantauum 6asoBoro
Habopa Mep 1 yToYHeHun aganTmpoBaHHOro 6a3oBoro Habopa Mep, a Takke npu paspaboTke KOMNEHCUPYOLLNX
Mep 3aLnTbl MHAOPMaL MU B MH(POPMaLMOHHOW CUCTEME COOTBETCTBYIOLLErO Knacca 3allueHHOCTH.
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