PyxoBoasiuii 10KyMeHT

3ammTa 0T HECAHKIIMOHUPOBAHHOI0 J0CTYNA K HHGOpMAaUNu
TepMuUHBI U onIpeaeJeHUus

YT1BepxkaeHo peuenueM npeaceaaresis ['ocrexkomuccuu Poccnn
ot 30 maprta 1992 r.

Hacrosimmit  pykoBomsmuid  JTOKYMEHT YCTAaHAaBJIMBA€T TEPMHUHBI U
OINpEENCHHS MOHATUN B OOJACTH 3aILUTHI CPEACTB BBIYMCIHUTEIBHON TEXHUKU H
aBTOMATU3WPOBAHHBIX CUCTEM OT  HECAHKUMOHHPOBAHHOIO  JOCTyHa K
uHbOpMaInu.

VYcTaHOBIEHHBIE TEPMUHBI 00sI3aTENbHBI JIJIi IPUMEHEHUS BO BCEX BUIAX
JOKYMEHTAalUU.

JIJ1st KaXK10T0 MOHATHSL YyCTAaHOBJIEH OJWH TepMUH. [IpuMeHeHne CHHOHUMOB
TEpPMHUHA HE JI0ITyCKACTCH.

JUis OTAENbHBIX TEPMUHOB JaHbl (B CKOOKax) KpaTkue (OpMbl, KOTOPbIE
paspelaeTcs IPUMEHTh B CIIy4asx, UCKIHOYAKOIIMUX BO3SMOXHOCTb UX Pa3IMYHOIO
TOJIKOBAHMSI.

JIJ1s1 cripaBOK MPUBEAEHBI MHOCTPAHHBIE SKBUBAJICHTHI PYCCKUX TEPMUHOB Ha
aHTJIMACKOM $I3bIKE, a TaKKe al(aBUTHBIE yKa3aTed TEPMHHOB Ha PYCCKOM H
AHTJIMMCKOM SI3BIKAX.

1. TepMuHbI U onpeAeIeHUS

Tepmun Onpenenenue
1. Hoctyn k uHpopmanuu O3zHakomiieHue ¢ nHpopmaluen, ee 00padoTKa, B 4aCTHOCTH,
(Hoctym) KOMMPOBaHNE MOAU(DUKALINSA WIH YHUUTOXKEHUE HHPOPMALIUU

Access to information
2. IlpaBuia pasrpaHu4eHUs COBOKYIHOCTB IPaBUJI, PETJIAMEHTUPYIOIIMX IIPaBa JOCTyIa

JocTyna CcyOBEKTOB J10CTyNa K 00beKTaM J0CTyIa
(ITPJT)
Security policy
3. CaHKIIMOHUPOBAHHBIH Hoctyn k nHGOpMaLKK, He HapyLIAIOUIUI paBuia
JOCTYI K MHPOpPMALIUU pasrpaHU4eHHst JOCTyNa
Authorized access to
information
4. HecaHKIIMOHUPOBAHHBIN Jloctyn kK uHGOpMaIK, HapyIIalOIIUNA TpaBuiia
JOCTYT K MHPOpPMALUU pasrpaHUyeHys 10CTyIa C UCIOJIb30BAHUEM IITATHBIX CPEJICTB,
(HCLO) MPEIOCTABIIEMBIX CPEICTBAMHU BBIUUCIUTEILHON TEXHUKHU WU
Unauthorized access to ABTOMATH3UPOBAHHBIMHU CUCTEMaMH.
information [Tpumevanue. [Tox mITaTHRIME CPEICTBAMUA TTIOHUMAETCS

COBOKYITHOCTbH ITPOTPAMMHOI'0, MUKPOIIPOIPaMMHOT0 U
TEXHUYECKOr0 00ECIICUeHHS CpEaAcCTB BBEIYHCIIUTETEHON TEXHUKH
WJIM aBTOMaTU3UPOBAHHBIX CUCTEM
5. 3amuTa oT [IpenoTBpamnieHue win CyeCTBEHHOE 3aTPyITHEHHE
HECaHKLIMOHUPOBAHHOIO HECaHKLMOHMPOBAHHOIO JOCTYTIA



JocTyna

(3amura or HCJI)
Protection from unauthorized
access
6. CyObekT nocryna JInno nnu npouecc, 1EHCTBUS KOTOPOTO PErJIaMEHTUPYIOTCS
(CyOmbekT) MpaBUJIaMU Pa3rpaHUYCHUS OCTYIIA
Access subject
7. OOBEKT nocrymna Enununa napopManimoHHOTO pecypca aBTOMaTH3UPOBAaHHOM
(OOBeKT) CUCTEMBI, IOCTYI K KOTOPOM perjJaMeHTUpYyeTCs paBUiIaMu
Access object pasrpaHHyYCHHS JOCTYIIa
8. Marpuna noctyna Tabnuna, oToOpakaroias npaBuia pa3rpaHUueHUs 10CTyma
Access matrix
9. YpoBeHb MOITHOMOYMI COBOKYITHOCTB TIpaB J0CTyIa CyOBbeKTa I0CTyIa
CcyOBeKTa JI0CTYyIa
Subject privilege
10. Hapymurens mpaBui CyOBeKT qocTyna, OCYIIECTBISIONNN HECAHKITMOHUPOBAHHBIN
pa3rpaHudyeHust JOCTyma JIOCTyN K HHGOpMaIuu
(Hapymurens [1P/])
Security policy violator
11. Mogens HapymuTesns AocTpakTHOE ((opMaTn30BaHHOE WK He(hOPMaTHM30BaHHOE)
MIPaBWJI Pa3rpaHUICHHUS OIMCAHNE HAPYIIUTEISI PABUI pa3rPaHUUYCHUS JTOCTyTIa
JocTyna
(Mopenp napymurens [T1PJ])
Security policy violator’s
model
12. Kommieke cpesicTB 3alIuThl COBOKYIMHOCTh MPOTPAMMHBIX ¥ TEXHHUECKHUX CPEICTB,
(KC3) co3JaBaeMast M Mmojifep>KkuBaemast ik 00eCieUeHUs 3aIUThI
Trusted computing base CPEICTB BBIUMCIUTEIHHON TEXHUKHU UM aBTOMATU3HPOBAHHBIX

CUCTEM OT HECAaHKIIMOHUPOBAHHOTO JI0CTyIa K HHPOpMaUU
13. Cucrema paszrpannueHuss | COBOKYIHOCTb PEAIU3yEMbIX MPABUJI pa3TPAHUUYEHUS TOCTyIa

J0CTyIa B CPE/ICTBAX BBIYMCIIUTEIBHON TEXHUKU HITH
(CPLD) aBTOMAaTH3UPOBAHHBIX CHCTEMaX
Security policy realization
14. Unentudukarop nocrymna YHUKaIbHBIA IPU3HAK CYOBbEKTa UM 00BEKTA JOCTyIa
Access identifier
15. Unentuduxanus [TpucBoeHue cyobekTaM U 00bEKTaM JOCTYyIa UACHTH(PHUKATOpa
Identification U (WJIN) CpaBHEHHUE MPEIbSBISIEMOT0 HISHTU(PHKATOPA C
MepeYHEM MPUCBOCHHBIX HIICHTH()HUKATOPOB
16. ITaposp Wnentudukarop cyobeKkTa J0CTyIa, KOTOPbIH SBISETCS €ro
Password (cyObekTa) ceKpeTom
17. Ayrentudukanus [IpoBepka mpUHAIEKHOCTH CYOBEKTY TOCTyNa
Authentication MPEIbSIBIEHHOTO UM UACHTU(UKATOPA; TOITBEPKACHUE
MOJUTHHHOCTH
18. 3amumieHHoe cpecTBO CpencTBO BEIYUCIUTENEHON TEXHUKH (ABTOMAaTH3UPOBaHHAs
BBIYUCIIUTENILHOM TEXHUKH | CHCTEMa), B KOTOPOM PEaTM30BaH KOMIUIEKC CPEJICTB 3aIlUThI
(3amuiieHHas

aBTOMATHU3MPOBAaHHAS CHCTEMA)
Trusted computer system

19. CpeacTBo 3ammThl OT [IporpamMHOE, TEXHUUECKOE WM TPOrPAMMHO-TEXHUYECKOE
HECAaHKI[MOHHUPOBAHHOT'O CPEACTBO, NMPEAHA3HAYEHHOE JIs1 TPEAOTBPALLIEHUS UITU



JoCTyma CYIIECTBEHHOT'O 3aTPyIHEHHS HECAHKIIMOHUPOBAHHOTO JIOCTYIa
(Cpenctro 3ammutsr oT HCJI)
Protection facility
20. Mojenb 3aiuThl AocTpakTHOE ((hopMaTn30BaHHOE WK He(HOPMATH30BAHHOE)
Protection model OIMCAaHUE KOMILIEKCA IPOrPAMMHO-TEXHHUYECKHX CPEACTB
(M) OpraHU3aIMOHHBIX MEP 3alIUTHI OT
HECAHKIIMOHUPOBAHHOTO AOCTYIIA

21. besonacuocts nnpopmaruu, COCTOSHUE 3aIIUIIEHHOCTH HHpOopManuu, 00padaTeiBaeMoii

Information security CpeACTBAMH BBIYHMCIMTEIBHON TEXHUKH WIIH
ABTOMATU3UPOBAHHON CUCTEMbI, OT BHYTPEHHHX MJIA BHEITHUX
yrpo3
22. llenocTHOCTH MHGOPMAITUU CnocoOHOCTh CpeICTBA BEIYUCIUTEILHON TEXHUKHU WIIH
Information integrity ABTOMATH3UPOBAHHOM CHCTEMBI 00€CIICUNBATh HEU3MEHHOCTh

nHGOpPMAIMY B YCIOBHUSAX CIIy4aifHOTO U (MIJIH)
IIpeJHAMEPEHHOT0 UCKaXXeHUs (pa3pylIeHus)

23. KorduaeHuuaipHast Nudopmanus, TpeOyrommas 3aiuThl
nHpopmanus
Sensitive information
24. JINCKpeMOHHOe PasrpanuueHue 1octyma MeXay TOMMEHOBAHHBIMU CYOBEKTaMU
yIIpaBJICHUE TOCTYIIOM Y TIOUMEHOBAaHHBIMH 00beKkTaMu. CyOBEKT ¢ OIpeieIeHHBIM
Discretionary access control | mpaBom gocTyIia MOXeT HepeaTh 3TO MPaBO JHOOMY APYroMy
CyOBEKTY
25. ManparHoe ynpasineHne | Pasrpanunyenue poctymna cyObeKTOB K 00BEKTaM, OCHOBaHHOE
JOCTYIIOM Ha XapaKTepPU3yeMOH METKOH KOH(UICHIIMAIBHOCTH
Mandatory access control uHbOpMaIINH, COEPIKaIIEHCs B 00beKTaX, U OHUIIHATHBHOM

paspeleHuu (JI0mycke) CyObeKTOB oOpamiarbes K MHPOpMaIiu
TAKOTO YPOBHSI KOH(PHICHITUATBHOCTH

26. MHOFOYpOBHCBaH 3amiuTa 3aIJ_[I/ITa, 06eCHe‘lI/IBaIOH_Ia$I pa3rpaHUuCHUC JOCTYIIa Cy6’beKTOB

Multilevel secure C pa3IUYHBIMH MTPABAMH JIOCTYIA K 00bEKTaM Pa3IHYHbIX
ypoBHE# KOH(UACHINATBHOCTH

27. KoHuenmus mucreryepa Konuenmus ynpaslieHHs JOCTYIIOM, OTHOCSIIASCS K
J0CTyTIa a0CTpaKTHOH MalIHe, KOTOpasi IOCPEIHUYAET IIPU BCEX
Reference monitor concept oOpalleHusX CyObeKTOB K 00bEKTaM
28. lucnerdep q0CTyma TexHuveckue, MpOrpaMMHbBIC U MUKPOIIPOTPAMMHBIE 3JICMEHTHI
(apo 3aIInTHI) KOMIUIEKCA CPEJCTB 3aIlUTHI, PEATH3YIOIINE KOHIICIIIHIO
Security kernel JMcIieTyepa J0CTyIa
29. AAMUHHCTPATOP 3aIIUTHI CyOBeKT 1ocTyna, OTBETCTBEHHBIH 32 3aIUTy
Security administrator ABTOMATH3UPOBAHHOM CUCTEMbI OT HECAHKIITMOHHPOBAHHOTO
noctyna K nHpopmanuu
30. Metka OnemMeHT uH(opMaluK, KOTOPBIA XapaKTepH3yeT
KOH(UACHIIMATEHOCTH KOH(UIACHIIMATBHOCTh HH(POPMAIIH, COIEpIKAIIECHCS B 00BEKTE
(Mertka)
Sensitivity label
31. Bepuduxanuus [Mpouecc cpaBHEHHUs IBYX YpPOBHEH crieliM(UKAIIK CPEICTB
Verification BBIUUCIIUTENIHOW TEXHUKHU M aBTOMAaTU3UPOBAHHBIX CUCTEM

Ha HaJjIe)Kaliee COOTBETCTBUE
32. Kiacc 3amumeHHocTH OrnpesenieHHasi COBOKYITHOCTh TPEOOBAHMI TI0 3aIIUTE CPEACTB
CPEICTB BBIUUCIUTEILHOW | BBIUMCIUTENHHON TEXHUKHU (aBTOMATH3UPOBAHHON CHCTEMBI) OT
TEXHUKU HECaHKIMOHMPOBAHHOTO JOCTYTA K HH(pOpMaLUK
(aBTOMATU3UPOBAHHOMN



CUCTEMBI)
Protection class of computer

systems
33. Ilokazarenb XapakTepucTUKa CPEJICTB BEIYUCIUTEILHON TEXHUKH,
3alUIIEHHOCTH CPEICTB BJIMSIIOIAS HA 3aLIMIIEHHOCTD U OMUCHIBAEMast OTPEICICHHOM
BBIUMCIUTENbHON TEXHUKU rpynnoi TpeGoBaHUii, BapbUPYEMbIX 110 YPOBHIO, ITyOHHE B
(IToxazaTenp 3alIMIIEHHOCTH) 3aBUCUMOCTH OT KJIacca 3alIUIIEHHOCTH CPEJCTB
Protection criterion of computer BBIYUCITUTEIILHOM TEXHUKU
systems
34. Cuctema 3aIluThI Komruiekc oprann3annoHHbIX MEp U IPOTrPaMMHO-TEXHUYECKUX
CeKpeTHOW MHPOpMALUU (B TOM yHcIe KpUNTOrpaduIecKux) CpeacTB 00eCIeyeHUs
(C3CHn) 0e30macHOCTH HH(POPMAIIMKM B aBTOMaTU3UPOBAHHBIX CHCTEMAaX
Secret information security
system
35. Cuctema 3amuThl Komruiekc oprann3aiuoHHbIX MEp U MPOTrPaMMHO-TEXHUYECKUX
nH(OpMAIIAU OT (B TOM yrcnie KpUNTOrpaUIeCKUX) CPEACTB 3AUIUTHI OT
HECaHKI[MOHUPOBAHHOTO HECaHKIIMOHUPOBAHHOTO JJOCTYyIMAa K UH(POPMAIINH B
JocTyna aBTOMATH3UPOBAHHBIX CHCTEMAax
(C3U HC)

System of protection from
unauthorized access to

information
36. CpencTtBo CpencTBo BEIUUCIUTEIBHON TEXHUKH, OCYIIECTBIISIIOLIEE
KpUNTOTrpapuuecKon 3aIIuThI Kpunrorpaduueckoe npeodpazoBanre HHGOPMAIUN IS
nHpopmauu obecnieyeHus ee 0€30IIaCHOCTH
(CK3H)

Cryptographic information
protection facility

37. Ceptudukar 3amuThl JIOKyMeHT, yO0CTOBEPSIIOIINI COOTBETCTBHE CPECTBA
(Ceptuduxar) BBIYMCIIUTEIIBHON TEXHUKH WJIM aBTOMAaTU3UPOBAHHON CUCTEMBI
Protection certificate Ha0Opy omnpeieNeHHbIX TpeOOBaHUI MO 3aIUTE OT

HECAaHKIIMOHUPOBAHHOTO JIOCTYMA K HH()OPMAINH 1 IO
paBo pa3pabOTYMKY Ha UCHOIB30BAHUE U (WIIN)
pacrpocTpaHeHHe UX KaK 3alUIIeHHBIX

38. Cepruduxanus ypoBHs [Iporecc ycTaHOBIEHUSI COOTBETCTBUS CPEACTBA
3aIUTHI BBIYHUCITUTENbHON TEXHUKU WM aBTOMATU3UPOBAHHOM CHCTEMBI
(CepTuduxarus) HabOpy OINpeeICHHBIX TPeOOBAaHUH 110 3aIUTE

Protection level certification

2. AndaBuTHBIN YKa3aTeJb TEPMUHOB HA PYCCKOM SI3bIKE

AJIMMUHHUCTPATOP 3aIUTHI

AyTeHTudukanms

be3onacHocTh nHpOpManuu

Bepuduxanus

JIMCKpEMOHHOE YIIPABJIEHHUE TOCTYIIOM
Hucnietuep nocrymna

Hoctyn k uadopmanuu

3aimuTa OT HECAHKIIMOHUPOBAHHOTO JI0CTYyTIa



3alUIIEHHOE  CPEJACTBO  BBIYMCIUTEIBHOW  TEXHUKH  (3alIUIICHHAS
aBTOMAaTU3UPOBAHHAsI CUCTEMA)

Nnentudukatop gocryna

Nnentudukarus

Kiace 3alUIIEHHOCTH CpEICTB BBIYMCIIUTENLHON TEXHUKU
(aBTOMaTU3UPOBAHHON CUCTEMBI)

Komruiekc cpeacTB 3aiuThl

Konduaennuansuas napopmaius

Konnennusa nucnerdepa nocryna

MaHpaTHO€E ynpaBieHHE T0CTYIIOM

Marpuna gocryna

MeTtka KOHOUACHINATLHOCTH

MHoroypoBHeBas 3amura

Mopenb 3auThl

Mopenb HapymuTess IpaBuil pa3rpaHUUYCHUS J0CTyTa

Hapymurens npaBuit pasrpaHu4eHUs J0CTyma

HecaHkimoHnpoBaHHbIN A0CTYN K HHOOpMAITUU

OOBeKT goctyna

[Taposib

[Tokazarenp 3alIMIIEHHOCTH CPEACTB BIYUCIUTEIBHON TEXHUKU

[IpaBuna pasrpaHuyeHus J0CTyna

CaHKIMOHUPOBAHHBIN AOCTYN K HH(OpMALUU

Ceptudukat 3a1uThl

CepTtudukaius ypoBHsI 3aIIUTHI

Cucrema 3amuThl HH(GOPMAIIMU OT HECAHKIIMOHUPOBAHHOTO A0CTYyNa

Cucrema 3alIMThl CEKPETHON UH(POPMALIH

Cucrema pa3rpaHMueHus 10CTyIa

CpencTBo 3alUThl OT HECAHKIIMOHUPOBAHHOT'O JOCTYTIA

CpencTtBo kpunTorpagpuieckoit 3anmTsl HHOOpMAIUU

CyObekT goctyna

VYpoBeHb NOJHOMOYMI CyOBEKTa JOCTYTA

[enoctHocTh MH(DOpMaIUU

3. AuipaBUTHBIN yKa3aTelb TEPMUHOB HA AHTJIMHCKOM SI3bIKE

Access identifier

Access matrix

Access object

Access subject

Access to information

Authorized access to information
Authentication

Cryptographic information protection facility
Discretionary access control

Identification



Information integrity

Information security

Mandatory access control

Multilevel secure

Password

Protection certificate

Protection class of computer systems
Protection criterion of computer systems
Protection facility

Protection from unauthorized access
Protection level certification
Protection model

Reference monitor concept

Secret information security system
Security administrator

Security kernel

Security policy

Security policy realization

Security policy violator

Security policy violator’s model
Sensitive information

Sensitivity label

Subject privilege

System of protection from unauthorized access to information
Trusted computing base

Trusted computer system
Unauthorized access to information
Verification



